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While a good ten years ago it was still said that banks'’
last true innovation was the ATM'. the whole financial
industry is now transforming with considerably more
momentum. The key driver of this transformation is
digitalisation. a word which has undergone a shift in
meaning in recent years. While digitalisation originally
meant the conversion of analogue information into
digital form and the transfer of tasks previously carried
out by people to the computer. we now often speak of
the digital transformation: by this. we mean the
fundamental and continual digital shift that is reflected
in all aspects of life and is constantly bringing about
change. not least in the financial sector. Some people

1 Paul Volcker: “The only thing useful banks have invented in 20 years
is the ATM". in the New York Post. 13 December 2009. retrieved on
8 February 2019.

call this trend “disruptive”; others talk of “creative
destruction”. Whichever words we use to describe it.
digitalisation has the potential to break apart entire
value chains and give rise to new business models. Such
times of upheaval result in brand new opportunities. but
it is clear that they also cause new risks.

One of BaFin's key aims is to ensure the functioning.
stability and integrity of the German financial
market. including in these times of progressive
digitalisation. And this means that we cannot simply
allow digitalisation to wash over us like an act of
God; we have a duty to play a part in shaping the
digital transformation within our remit and to ensure
that we ourselves are fully ready for the digital age.
In order to give structure to this process. we have
developed a digitalisation strategy. This consists of three
elements:

12 | Opinion

Annual Report 2018

© Bernd Roselieb/BaFin



With regard to the first element. which centres

around supervision and regulation. our focus is on
understanding the developments in the financial
markets and addressing the recurring questions

about how to deal with the market changes caused

by digitalisation in supervision and regulation. These
changes are driven primarily by phenomena such as big
data and artificial intelligence (BDAI) and distributed
ledger technology (DLT). The first step is to classify

and assess digitalisation and its impact on the financial
markets appropriately. From this. we then need to
deduce the implications for supervision and regulation.
We as supervisors must anticipate future developments
as early as possible and monitor them. It goes without
saying that to do this we are in regular contact with
companies. industry associations. academia. politicians
and the international community of regulators. and that
we share information and ideas with them.

And we have already made some significant progress
on this point: to allow us to keep pace with the
digitalisation-driven market developments. we have
established a BaFin-wide network of experts. with

the Division for Innovations in Financial Technology
(SR 3) at its heart. In close cooperation with the
individual specialist divisions. SR 3 records and
assesses innovations in financial technology and their
consequences. including for consumers. and draws up
scenarios for the immediate future. Another milestone
was the report "Big data meets artificial intelligence”.
which we compiled jointly with academics and
consulting firms and opened up to consultation in July
2018. Since then. we have received a wide variety of
interesting contributions from the industry and beyond.
A number of distinct themes are emerging. and we
intend to prioritise and deal with these based on their
urgency and significance.

Another area of focus is the newly emerging issues
surrounding crypto tokens. The trend on the crypto
markets remains highly volatile. It is therefore difficult
at present to make a conclusive judgment on the
future significance of these markets. Initial ideas for
how regulators should classify this phenomenon are
being discussed at both a national and an international
level.

2 BaFin. Big data meets artificial intelligence — Challenges and
implications for the supervision and regulation of financial services.
The report was prepared in collaboration with PD — Berater der
offentlichen Hand GmbH. Boston Consulting Group GmbH and the
Fraunhofer Institute for Intelligent Analysis and Information Systems.

The second element of the digitalisation strategy
revolves around security in the technologies and IT
systems of supervised companies. As great as the
opportunities are that these innovative technologies
offer to companies and consumers alike. it would be
careless to dismiss cyber risks — or any other potential
risks such innovations could entail. Moreover. the highly
interconnected nature of the financial industry can mean
that the effects of failures in the IT infrastructure of one
institution can spread to other market participants and
have large-scale consequences. and potentially even
consequences of systemic importance. And companies
in the financial industry are already among the favoured
targets for cyber attacks. These risks need to be
recognised and addressed by supervisors — and not just
nationally. but at a European or even a global level.

At the moment. BaFin is focusing primarily on
prevention. from IT governance. to information

and security management. to the outsourcing of IT
services. We have achieved our first interim goals.

such as establishing the Directorate for IT Supervision.
Payment Transactions and Cyber Security (GIT). As well
as combining cross-sectoral expertise on fundamental
issues of IT supervision. this directorate also increasingly
carries out its own IT security inspections.

We are leading the way in the European regulatory
community by creating a set of framework documents
to formulate comparable IT requirements for companies
across the different supervisory areas. This includes the
Supervisory Requirements for IT in Financial Institutions
(Bankaufsichtliche Anforderungen an die IT — BAIT)

and the Supervisory Requirements for IT in Insurance
Undertakings (Versicherungsaufsichtliche Anforderungen
an die IT — VAIT). We are currently writing corresponding
requirements for asset management companies
(Kapitalanlagegesellschaften) ("KAIT"). which we intend
to publish by mid-2019 at the latest. And we have also
set out our expectations for other areas. such as the use
of cloud services.

But given that the threat level is constantly on the

rise. we cannot stop there. Increasingly. questions of
resilience and crisis management are coming into the
spotlight. An important role will be played here by cyber
stress tests for the German financial sector. known as
“red teaming” in the field.

And last but not least. the third element: digitalisation
within BaFin itself. Specifically. the question we must
ask ourselves now is how does BaFin need to adapt and
evolve - both internally and at its points of interaction
with the market? For us, “digitalisation within BaFin”

Annual Report 2018
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does not just mean digitalising existing paper-based
processes. It involves rethinking and defining processes
in their entirety. optimising workflows within them. and
using the best possible digital tools.

This transformation does not have to start from
square one. Since it was founded in May 2002. BaFin
has already digitalised a substantial portion of its
supervisory and support processes. Without the
appropriate IT infrastructure. projects the scale of

the Solvency Il implementation or BaFin's integration
into the Single Supervisory Mechanism (SSM) would
have been impossible. A wide variety of specialist
applications have now been developed to carry out
procedures more efficiently. to speed up and improve
data analysis. and to enable the electronic submission of
notifications.

While a large number of partial processes have
already been digitalised. BaFin is still midway through
its transformation into a fully digitalised supervisory
authority. The newly created position of Chief Digital
Officer (CDO) is intended to accelerate this transition.

The "Zeus" project to implement an electronic file
management system will play a vital role; it is a

pivotal tool that underpins almost all supervisory and
administrative processes and is a key project in BaFin's
internal digitalisation. Another example is the "Gaia”
project. which focuses on the processing of details about
individuals. for instance members of supervisory boards
and senior management.

Another objective within this third element is to use
digital technologies to improve BaFin's analytical
abilities in the evaluation of large quantities of data. for
example in market surveillance.

Our digitalisation strategy and the realisation of all

the objectives contained within it may be quite a feat
for BaFin. but it is one that we are facing up to. and

one that will open up a range of opportunities for us.
Nevertheless. we are aware that the strategy as it is now
is not set in stone. and we will need to keep adapting

it to new developments. But this too is a challenge that
we will overcome. The future of the financial markets is
digital. and so is BaFin's.
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2014-2018 key figures at a glance

2014 2015 2016 2017 2018
Credit institutions'?
Capital resources?
Tier 1 capital (€ billion) 453.0 473.1 489.6 491.2 514.7
Own funds (€ billion) 526.6 544.6 562.0 559.7 580.5
Tier 1 capital (%. ratio) 14.7% 15.3% 15.7% 16.6% 16.8%
Own funds (%. ratio) 17.1% 17.7% 18.0% 18.9% 18.9%
Asset structure and portfolio quality
Total assets (€ billion)* 8,199.8 8,000.7 8,024.3 84112  8329.80
Total assets (€ billion)® 8,176.0 7,975.9 7,995.3 8,379.5 830330
Structure of loans and advances to banks and non-banks (%)¢
Domestic banks 16.2% 15.9% 16.5% 21.4% 19.8%
Foreign banks 12.3% 12.3% 10.9% 9.3% 9.2%
Non-banks — other financial institutions 23% 24% 2.5% 2.6% 2.7%
Non-financial companies 16.0% 15.9% 16.2% 15.8% 16.7%
Private households 29.9% 30.0% 30.7% 29.3% 30.2%
Private non-profit organisations 0.3% 0.3% 0.3% 0.3% 0.3%
Public-sector households 6.1% 5.8% 5.5% 52% 4.8%
Foreign non-banks 16.9% 17.4% 17.4% 16.0% 16.2%

Amounts due to non-banks as a proportion of loans and advances

0, 0, 0, 0, 0,
to non-banks (%)’ 102.1% 103.4% 104.3% 104.3% 103.0%

Proportion of foreign-currency loans to private households (%)? 0.5% 0.5% 0.4% 0.3% 0.2%

Loans in default plus loans on which specific allowances have been
recognised before deducting specific allowances as a proportion of 32% 24% 22% 1.6% 1.1%
loans and advances to banks and non-banks®

Structure of equity and liabilities (proportion in %)

Amounts due to domestic banks 13.8% 13.4% 13.0% 12.6% 12.3%
Amounts due to foreign banks 6.8% 7.6% 82% 75% 6.8%
Deposits from domestic non-banks 38.1% 40.3% 41.5% 40.9% 422%
Deposits from foreign non-banks 6.0% 6.4% 6.5% 6.4% 6.0%
Securitised debt incl. subordinated capital 124% 11.7% 11.3% 15.3% 11.8%

Income statement structure (in % of average total assets)"

Net interest income 1.10% 1.11% 1.09% 1.03% 1.01%
Net commissions received 0.35% 0.35% 0.36% 0.37% 0.34%
General administrative expenses 1.01% 1.05% 1.06% 1.09% 1.05%
Net trading income 0.04% 0.04% 0.04% 0.07% 0.04%
Operating profit/loss before measurement gains/losses 0.45% 0.44% 0.47% 0.37% 0.34%
Measurement gains/losses -0.08% -0.04% -0.11% -0.02% -0.07%
Operating profit/loss 0.37% 0.40% 0.37% 0.36% 0.27%
Net amount of other and extraordinary income and expense -0.08% -0.09% -0.03% n/a n/a
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2014 2015 2016 2017 2018

Profit for the year before tax 0.30% 0.31% 0.33% n/a n/a
Profit for the year after tax 0.21% 0.21% 0.24% n/a n/a
1 For the number of undertakings under supervision. see Appendix.
2 For further information on credit institutions in Germany. see chapter IIl.
3 Including financial services institutions.
4 Assets based on balance sheet statistics (Bilanzstatistik — BISTA) and data provided under the German Financial and Internal Capital Adequacy

= =2 O o N O U

Information Regulation (Verordnung zur Einreichung von Finanz- und Risikotragfahigkeitsinformationen - FinaRisikoV) (including financial services
institutions).

Assets based on BISTA.

Structure in accordance with BISTA.

Based on BISTA and FinaRisikoV data (including financial services institutions).

Information based on external status.

Based on FinaRisikoV data.

Based on BISTA only. The ,Securitised debt incl. subordinated capital” item also includes the FinaRisikoV data (financial services institutions etc.).
For the years 2013 to 2017. the data has been taken from publications of the Deutsche Bundesbank (results of operations of German credit
institutions). The data in the 2018 annual financial statements is not yet available in full. so the figures have been based on the preliminary
FinaRisikoV notifications and an approximate income statement structure has been shown.

Insurance undertakings and Pensionsfonds' ®

Life Private health Property and casualty
insurers insurers insurers

2016 2017 2018> 2016 2017 20182 2016 2017 2018?

Gross premiums written (€ billion) 85.7 85.6 874 37.2 39 39.7 71.0 76.0 78.2
Investments (€ billion)? 877.7 906.1 9492 260.1 2729 2877 1649 1712 1758
Average SCR coverage (in %)*® 3163 3821 4483 4186 4955 4303 2883 284  283.1
Pensionskassen
2016 2017 20182
Gross premiums earned (€ billion) 6.9 7.3 7.2
Investments (€ billion)® 154.1 162.2 170.4
Average solvency (%) 131.2 133.7 1321
Pensionsfonds
2016 2017 20182
Gross premiums written (€ billion) 2.7 24 10.2
Investments (€ billion)>” 354 36.9 427
Beneficiaries 924,074 942,782 1,058,215
Benefit recipients 297,370 291,165 373,134

1

N o AW

The figures provided here have been determined on the basis of the Solvency Il supervisory regime, which entered into force on 1 January 2016.
Due to the associated fundamental change in the system, comparable figures are not always available for the years up to 2016.

The data provided is only preliminary, because it is based on interim reports and forecasts.

Carrying amounts in accordance with the German Commercial Code.

A few undertakings are exempt from some of the interim reporting requirements in accordance with section 45 of the Insurance Supervision Act.
For information on key figures of the Insurance and Pension Funds Supervision Sector, see also chapter IV 2.4.

Fourth-quarter figure.

Total investments.
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2014 2015 2016 2017 2018

Capital market companies’3*#

Supervised financial services institutions 676 674 708 722 722
Supervised branches 80 86 94 106 110
Total number of approvals' 1,642 1,682 1,652 1,405 1,174
of which prospectuses 377 399 348 301 303
of which registration documents 34 32 33 38 35
of which supplements 1,231 1,251 1,271 1,066 836
German asset management companies with authorisation 2 113 138 136 142 139
Registered German asset management companies 2 143 218 260 309 365
Number of investment funds? 5410 5,649 6,122 5,752 5917
Assets managed by those funds (€ billion)? 1,421 1,743 1,908 2,062 2,062

1 Due to a change in the data collection method during the period under review, there is only limited comparability between different periods.

2 ,German asset management company” (Kapitalverwaltungsgesellschaft — KVG) has only been a defined term in accordance with section 17 of the
German Investment Code (Kapitalanlagegesetzbuch — KAGB) since 2013, when the German Investment Act (Investmentgesetz) expired. Due to the
associated fundamental change of system, comparable figures are not available for the years up to 2013.

For the number of undertakings under supervision, see the Appendix.
For information on key figures of the Securities Supervision/Asset Management Sector, see also chapter VI.

Legend:

n/a: not available

Tier 1: highest category of own funds

KVG: German asset management company (Kapitalverwaltungsgesellschaft)
SCR: solvency capital requirement

FinaRisikoV: German Regulation on the Submission of Financial and Risk-Bearing Capacity Information under the Banking Act (Verordnung zur
Einreichung von Finanz- und Risikotragfdhigkeitsinformationen nach dem Kreditwesengesetz)

BISTA: Balance sheet statistics (Bilanzstatistik — BISTA)

GuV: income statement (Gewinn- und Verlustrechnung)
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1 Brexit

he lack of clarity about the date and terms
of the United Kingdom's (UK) possible
departure from the European Union (EU)
also posed considerable challenges for
regulatory and supervisory authorities’.
Given the uncertainty, supervisory authorities and
policymakers also had to prepare for a no-deal scenario.
On 29 March 2019, the German Tax Act relating to Brexit
(Brexit-Steuerbegleitgesetz) entered into force. The act
is aimed at minimising any possible negative effects a
hard Brexit may have on the functioning and stability of
the financial markets and in this way also at protecting
consumers. BaFin was involved in drafting the act right
from the start.

1 The UK had originally been scheduled to leave the EU in the night
from 29 to 30 March 2019. On 29 March 2019, the British House
of Commons again rejected the agreement Prime Minister Theresa
May had negotiated with the EU. At the time of going to press, the
alternatives facing the UK were its departure from the EU without
a deal on 12 April 2019 or a lengthy delay to Brexit, which would
require the country to take part in European elections at the end
of May.

© mitrija/fotolia.com

EU passporting rights

The act allows BaFin to permit companies based in the
UK that have so far conducted business in Germany

in the context of the freedom of establishment or the
freedom to provide services to continue using their EU
passporting rights in Germany for a transitional period,
where this is necessary to prevent disadvantages for the
functioning or stability of the financial markets.

On this basis, BaFin can, if appropriate, give
undertakings until the end of 2020 to wind up existing
contracts in an orderly manner or to transfer them

to new structures with a legally viable future. It goes
without saying that BaFin expects all affected companies
to deploy all the resources at their disposal to help this
process along.

Hundreds of discussions

In preparation for Brexit, BaFin conducted hundreds of
one-on-one discussions and held several workshops
at which it explained to financial services undertakings
contemplating relocation to Germany what to expect
here from a regulatory perspective as well as the
requirements that BaFin has set as supervisor. BaFin
repeatedly emphasised in this process that applicable
standards would not be allowed to be diluted, let alone
ignored. It made clear that licences must be deserving
of their name and that BaFin would refuse to accept
letterbox companies.
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2 Reforms at European
level

2.1 The European Supervisory Authorities

The planned reform of the European Supervisory
Authorities (ESAs) also featured high on the list of
topics to which BaFin gave detailed attention in 2018.2
In September 2017, the European Commission had
submitted draft amendments to the ESA regulations,
which envisaged far-reaching centralisation of, and thus
a fundamental change to, the EU's existing supervisory
architecture. The amendments focused on, among
other things, changes to the internal governance and
funding of the ESAs. Another objective was the transfer
to the ESAs of direct supervisory powers that have to
date been a national responsibility. The intention was
to empower ESAs to intervene in national supervisory
strategies and supervision processes.

BaFin critical of the plans

BaFin took a critical view of the European Commission’s
plans from the start. BaFin President Felix Hufeld, for
example, put the question “Why fix something that is
essentially working?” at BaFin’s annual press conference
on 3 May 2018. The ESAs only needed very few new
powers, he explained. Those who want to strengthen
them, he continued, “should above all ensure that

they can make better use of the extensive powers they
already have”.

The European System of Financial Supervision, of which
the ESAs form part, was created in 2010 specifically

as a network of national and European supervisory
authorities. Hufeld warned against turning the ESAs into
supervisors of the national competent authorities, and
pointed out that there was no factual justification for
such a move. The member-driven character of the ESAs
had proven to be successful, he maintained.

Strengthen the EBA in the fight against money
laundering

In September 2018, The European Commission updated
its draft amendments to the ESA regulations, adding a
call to strengthen the EBA in the fight against money
laundering. Following a string of scandals, the ESAs’
anti-money laundering powers for the entire financial

2 The European Banking Authority (EBA), the European Insurance and
Occupational Pensions Authority (EIOPA) and the European Securities
and Markets Authority (ESMA).

market are to be expanded and bundled at the EBA. For
example, the EBA is to be able to enforce investigations
at the national level. Furthermore, the efforts of the
national competent authorities in tackling money
laundering are to be reviewed.

The separate deliberations of the Council of the
European Union and the European Parliament on

the European Commission’s proposals lasted into
December 2018. Agreement with the Council was only
reached for the money laundering part. The trilogue
started in the middle of February 2019, after the
European Parliament had agreed on a reform text. After
that, the Council adopted a "general approach” to the
upcoming negotiations. The positions were far apart —
particularly on some key issues. It was all the more
surprising, therefore, that an agreement was reached
on 21 March 2019, which adopts a number of the
Council's proposals. As a result, many of the European
Commission'’s ideas which BaFin had been critical of are
no longer on the agenda.

2.2 Banking union

The work to strengthen the EU banking union made
further progress in 2018. The risk reduction proposal, a
comprehensive package of reforms aimed at reducing
the risks in the European banking sector, is very

close to completion. In addition, at the Euro Summit

on 14 December 2018, the EU heads of state and
government, on the basis of a report of the Eurogroup,
adopted a declaration in which they endorse all the
elements of the report, including the modalities of
reforming the European Stability Mechanism (ESM)

and the rules for the common backstop to the Single
Resolution Fund (SRF). One of the aims of the reform: in
the event that the resources of the SRF are not sufficient
for a resolution, a backstop that is fiscally neutral over
the medium term is to be developed for the SRF as a
last-resort assurance. The backstop is to be provided as
a credit line under the management of the ESM.

Risk reduction is better than risk sharing

“In principle it is the correct approach to work out crisis
scenarios before the crisis even occurs”, said BaFin
President Felix Hufeld in his speech at BaFin's New
Year press reception in January 2019. But it was clear,
he added, that the backstop amounted to a deeper
mutualisation of banking risks in the eurozone. An
even better approach than sharing risks, Hufeld stated,
was to reduce them. BaFin therefore welcomes the fact
that the EU wants to strengthen the resilience of the
European financial institutions further and improve the
supervision of cross-border banking groups. There are
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plans to introduce a mandatory unweighted equity ratio,
also referred to as leverage ratio, as envisaged in the
Basel Ill framework. It is to be set at a minimum of 3%.
“A moderate figure, in my opinion”, commented Hufeld.

No ratios of 20% or more

Hufeld rejected calls for ratios of 20% or more. Applied
in moderation, the leverage ratio could act as an outer
crash barrier and be a useful complement to the existing
risk-sensitive requirements and a functioning risk
management system, he said. If raised too high, Hufeld
warned, one size fits all limits could actually increase
the risks. If used as the only or even the primary tool for
capital management, undifferentiated leverage ratios
were counterproductive. “Allow me to caution against

a knee-jerk yearning for simplicity, like that of Basel |,
purported to be less prone to disruption”, explained
Hufeld. It was vital to defend the principle of risk
sensitivity, he added.

Greater proportionality

BaFin welcomes the decisions that have been made

on the issue of proportionality. For the first time,

“small, non-complex institutions” have been given a
clear definition in regulation, thus creating a reliable
foundation on which these types of institutions can be
granted specific relief in the future. BaFin, the Deutsche
Bundesbank and the Federal Ministry of Finance have
made the case for greater proportionality time and again
over the past years. From BaFin's point of view, it is
important that for small and medium-sized institutions,
too, the level of supervisory requirements needs to be
based on the respective risk. The Single Rulebook for all
European banks will only be accepted in the long run if
its requirements have been formulated such that they
are proportionate and appropriate.

3 MiFID II - one year on

“Greater transparency, better investor protection” — five
words give you the gist of “what MiFID II° alone spells

out over hundreds of pages”, remarked BaFin President
Felix Hufeld only a few days after the Directive entered

3 Markets in Financial Instruments Directive (MiFID Il), Directive
2014/65/EU, OJ EU L 173/349. MiFID Il was implemented by way of
the German Second Act Amending Financial Markets Regulations
(Zweites Finanzmarktnovellierungsgesetz) of 23 June 2017, Federal
Law Gazette |, page 1693.

into force on 3 January 2018, assigning MiFID Il to the
“regulatory super heavyweight division”.

Positive result overall

It is all the more remarkable, therefore, that BaFin is

able to conclude from its market surveys that the first
year under MiFID Il has delivered positive results overall.
Although a few isolated implementation problems
occurred on 3 January 2018 and further implementation
was required even a year after the new regulations came
into force, neither came as a surprise, given the extent of
the new regulations.

Two market surveys relating to conduct of business rules
As soon as MiFID Il had entered into force, BaFin
launched its first market survey questioning credit
institutions in relation to the various new conduct of
business rules. BaFin's aim was to get an early overview
of the status of implementation. A total of 20 private
and foreign banks and 10 savings and cooperative banks
from each of the regional associations participated in
the surveys on a voluntary basis. In the second half

of 2018, BaFin extended its survey by adding financial
services institutions to the scope as part of another
market survey in order to obtain an overview of the
market as a whole. 25 financial services institutions and

5 securities trading banks took part in this survey.

Both market surveys in relation to the conduct

of business rules focused on the record-keeping
obligations (taping), the suitability statement and ex-
ante cost information, and thus new conduct of business
rules that are particularly relevant for consumers. The
institutions deployed significant financial and personnel
resources and went to considerable effort to implement
the new regulations of MiFID II. This finding was made
for the entire market, irrespective of the size or business
models of the institutions concerned.

It was encouraging that the institutions were meeting
their obligation to record telephone conversations
(taping) and the technical implementation had largely
been successful. On the other hand, there were also
incidents where the institutions had failed to record
parts of conversations that they should have recorded.
In isolated cases, it was noted that a summary of the
conversation had been recorded subsequently, which
was not sufficient. The sample-based analysis of the cost
statements also revealed weaknesses with regard to
their completeness and mathematical accuracy.

Market survey into product governance
In the second half of 2018, a market survey was
conducted in relation to the new product governance
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requirements of MIFID II. In this survey, BaFin
questioned 55 institutions, including 25 financial services
institutions, 5 securities trading banks and 25 banks

and savings banks, on the status of implementation.

The focus was on the processes the institutions

had established in their role as manufacturers and
distributors.

The overall results of this survey were likewise
encouraging: the implementation of product governance
was largely successful. As for the determination of the
target market, in individual cases, the statements made
in relation to certain target market categories were in
need of improvement. Many samples across all classes
of financial instruments indicated that the institutions
had specified the client’s investment objectives as "asset
accumulation or optimisation”. Greater differentiation
for some of these products would have been desirable.
However, BaFin expects that the determination of

the target market will increasingly take shape as time
progresses.

The market survey revealed that smaller institutions are
finding it increasingly difficult to meet the complex and
extensive regulatory requirements in addition to carrying
on their day-to-day business. By contrast, the larger
firms considered it challenging to integrate the new
processes within the framework of existing processes.
For this reason, BaFin provides guidance in documents
such as MaComp, the Minimum Requirements for the
Compliance Function and the Additional Requirements
Governing Rules of Conduct, Organisation and
Transparency.* It will also call on the European
Securities and Markets Authority (ESMA) for guidance
documents.

4 Three years of
Solvency 11

The European supervisory regime Solvency Il was, and
continues to be, reviewed, as planned (see info box
“Solvency Il review” on page 25). BaFin believes that,
three years after it entered into force at the beginning
of 2016, the progress made due to Solvency Il outweighs
its alleged limiting effects. Critics argue that it takes too

4 Circular 5/2018 (WA) — Minimum Requirements for the Compliance
Function and Additional Requirements Governing Rules of Conduct,
Organisation and Transparency — MaComp.

much effort to meet the reporting obligations or that
smaller insurers are put at a disadvantage.

Dr Frank Grund, Chief Executive Director of Insurance
and Pension Funds Supervision, commented as follows:
“I want to counter the criticism by saying something
positive: the entirety of reporting obligations arising
from the Solvency and Financial Condition Report
(SFCR), the Regular Supervisory Reporting (RSR) and
the Own Risk and Solvency Assessment (ORSA) force
insurance undertakings to take a close look at the key
elements of their activities — their customers, their
governance system and their risk profile.”

Blanket accusation

Even the accusation that the regulations are
disproportionate was too general, said Grund. A
differentiated approach was needed to analyse the
challenges posed to undertakings by Solvency Il. The
background is that Solvency Il only applies to insurers
that reach certain thresholds. What is more, the
principle of dual proportionality means that regulation
and its application in supervisory practice must take
the nature, scale and complexity of an undertaking's
risks into account. In the supervised undertaking, too,
there should be a reasonable balance between the
effort needed to meet regulatory requirements and the
undertaking’s own risk profile.

Benefits for the European market

Grund believes that the achievement of Solvency Il

for the European market is that the risk management
systems of insurers have been strengthened and the
requirements for such systems have been standardised
throughout Europe. He admitted, however, that not
everything was perfect. Some reporting requirements,
for example, would benefit from being simplified and
reduced in scale.

He also voiced support for the recommendation EIOPA
had made to the European Commission during the SCR
review that the interest rate risk should be reassessed
(see info box “2020 Review” on page 25). The current
standard formula did not recognise negative interest
rates and had therefore grown out of touch with

both reality and internal models. If legislators use

the Solvency Il review as an opportunity to introduce
capital relief for long-term business as an incentive to
promote sustainability projects, for example, it would
have to be ensured from a supervisory perspective that
appropriate risk management remained the ultimate
benchmark.
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Solvency Il review

As part of the Solvency Il review launched in
2018, the European Commission presented a
revised version of the Delegated Regulation,
which contains the implementing provisions

for Solvency Il. In this context, the European
Commission did not adopt the recommendations
on interest rate risk made by the European
Insurance and Occupational Pensions Authority
(EIOPA). Interest rate risk is now to be subjected
to the general review process in 2020 (2020
Review). BaFin continues to consider it urgently
necessary to update interest rate risk and
therefore supports EIOPA's proposal. The revised
version of the Delegated Regulation provides
for the recalibration of various risk factors. BaFin
welcomes that it also envisages simplifications
for individual risk modules such as counterparty
default risk. The European Commission submitted
the revised Delegated Regulation to the
European Council and the European Parliament
on 8 March 2019. The latter then have the right
to object for a three-month period.

2020 Review

The components of Solvency Il that the European
Commission will have to review from 2020
onward include the long-term guarantees and
measures against equity risk, the methods,
assumptions and standard parameters to be

used when calculating the solvency capital
requirement (SCR) according to the standard
formula, and the rules and supervisory authorities’
practices for calculating the minimum capital
requirement (MCR). In addition, the benefit

of intensifying the supervision of groups and
investment management within a group are being
investigated. The European Commission has
issued a corresponding call for advice to EIOPA.

5 Digitalisation

5.1 IT supervision at banks and insurance
undertakings

Increasing digitalisation is making undertakings in

the financial sector vulnerable. Since the industry is
closely interconnected, IT infrastructure failures in one
undertaking may spread to other market participants
and, in extreme cases, even threaten financial stability.
In order to engage in effective prevention measures in
cooperation with undertakings in the financial sector,
BaFin pooled key skills throughout its organisation to
establish the IT Supervision, Payment Transactions and
Cyber Security Directorate (GIT) in 2018. This Directorate,
which acts across all BaFin sectors, focuses on, among
other matters, policy issues relating to cyber security
in digitalisation, operational supervision of payment
institutions and e-money institutions, policy issues
relating to IT supervision and the inspection regime as
well as IT inspections at banks, insurance undertakings
and German asset management companies.

Three-stage plan for IT supervision

BaFin has developed a three-stage programme for
its IT supervisory practice. Stage 1 involves a set of
frameworks in which comparable IT requirements
are formulated for the undertakings in the different
supervisory areas. In addition to the Supervisory
Requirements for IT in Financial Institutions (BAIT)
published back in November 2017, this also includes
the Supervisory Requirements for IT in Insurance
Undertakings (VAIT) (see info box “VAIT — Supervisory
Requirements for IT in Insurance Undertakings” on
page 26).

BAIT and VAIT set out in detail what BaFin expects banks
and insurers to do in selected areas of IT security. The
requirements under VAIT are similar to those under BAIT.
In both documents, BaFin clearly states that IT security is
a management issue. Among other things, the circulars
therefore also aim to increase awareness of IT risks
among members of the management board, including
of risks that may arise when IT services are spun off or
procured.

To minimise uncertainty when outsourcing or spinning
off activities to cloud providers, BaFin published
additional guidance on outsourcing to cloud providers
in November 2018 to supplement BAIT and VAIT

(see info box "Guidance on outsourcing to cloud
providers” on page 26). Another document planned
to be circulated for consultation in the course of 2019
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BaFin published VAIT on www.bafin.de in July 2018. It
contains guidance on interpreting the requirements for
the system of governance in the Insurance Supervision
Act, to the extent that they relate to the technical and
organisational resources of the undertakings. With
VAIT, BaFin aims to specify a flexible and practice-
based framework for the IT structure, in particular for
the management of IT resources and for IT risk

are the Supervisory Requirements for IT in Asset
Management Companies (KAIT), which set out more
detailed requirements for German asset management
companies.

Stage 2 is aimed at making banks more resilient to
cyber attacks and underpinning their ability to maintain
business continuity. At this stage, the focus will shift to
the effectiveness of the existing safeguards. Since the
end of 2018, BaFin and the Deutsche Bundesbank have
been working on the possible implementation of cyber
stress tests (red teaming tests).

Stage 3 involves improving the crisis management of
banks: not only the institutions but BaFin, too, must be
prepared for a cyber attack or IT security incident at all
times. BaFin is therefore planning to expand BAIT by
adding a module on emergency management, including

At a glance

In November 2018, BaFin published its guidance on
outsourcing to cloud providers on its website. In this
Guidance Notice, BaFin and the Deutsche Bundesbank
explain their current supervisory practice in these
cases of outsourcing. The supervisory authorities also
set out clearly how they rate the different kinds of
wording in contract clauses. In addition, they want to
create awareness among the supervised undertakings
of problems that may arise when using cloud services
and what supervisory requirements may arise as a
result.

VAIT - Supervisory Requirements for IT in Insurance Undertakings

management, for the management of the
undertakings. The Circular is applicable to all insurance
undertakings and Pensionsfonds subject to supervision
by BaFin. It does not apply to special purpose
insurance vehicles within the meaning of section 168
of the Insurance Supervision Act and guarantee
schemes within the meaning of section 223 of the
Insurance Supervision Act.

emergency tests. Cyber drills will also be covered:
they involve all relevant players acting in concert in crisis
situations — both nationally and internationally.

In a speech he held in November 2018, BaFin President
Felix Hufeld was critical of the banks: “Many institutions
in Germany, as well as in other European countries,

are still struggling with cyber hygiene. IT systems are
outdated, third-party service providers are not always
adequately monitored, processes and technologies

are often not tested sufficiently.” Another issue was
that not all banks were spending enough money on
enabling them to detect cyber attacks and identify
threats before it was too late. In addition, cyber risk
management left much to be desired in many cases.

It was also noticeable that, when banks dealt with IT
risk, they focused primarily on technology rather than
people.

Guidance on outsourcing to cloud providers

The Guidance Notice on cloud services does

not contain any new requirements; the existing
requirements for outsourcing therefore remain
unchanged. For example, outsourcing to cloud
providers is also subject to the general rule that

the management'’s responsibilities must not be
transferred to the cloud services provider when data
is outsourced. The guidance is intended for credit
institutions, financial services institutions, insurance
undertakings, pension funds, investment firms, asset
management companies, payment institutions and
e-money institutions.
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5.2 BaFin’s digitalisation strategy

Increasing digitalisation and the big data and artificial
intelligence (BDAI) phenomenon are visibly changing
the financial market. This market is, however, regulated
and supervised using traditional methods because,
more than other markets, it relies on the ability to trust
its functioning, stability and integrity. BaFin's role is

to create a solid basis for this trust. For this reason,

it adopted a digitalisation strategy in August 2018 in
which it defines three basic issues:

= What should the supervisory and regulatory response
be to the market changes triggered by digitalisation?

= How can BaFin ensure that the innovative
technologies, IT systems and data used by the
supervised undertakings are secure?

= How should BaFin itself continue to develop — both
internally and at the interfaces with the market — in the
light of the ongoing digitalisation process?

In its digitalisation strategy, BaFin reveals what direction
it is planning to take in these three fields of action. It is
not starting from zero in any of them. BaFin is already
working and thinking digitally in many areas, but to
stand still would be a mistake, especially in the field of
digitalisation. This is why the digitalisation strategy is
not cast in stone, and BaFin will rethink and revise it at
regular intervals. An important role in this regard will be
played by the new Chief Digital Officer, who will drive
BaFin's internal digitalisation forward and coordinate the
further development of the overall strategy.

5.3 BaFin report “Big data meets artificial
intelligence”

What then should the response be to the market
changes triggered by digitalisation? Among other
measures, BaFin looks into this issue in its report "Big
data meets artificial intelligence — Challenges and
implications for the supervision and regulation of
financial services”, which it published in June 2018.
The report contains the findings of a study on which
experts from Partnerschaft Deutschland, the Boston
Consulting Group (BCG) and the Fraunhofer Institute
for Intelligent Analysis and Information Systems

(IAIS) also collaborated. The objective was to obtain

a comprehensive picture to enable BaFin to identify
strategic trends, market developments and newly
emerging risks at an early stage and to respond
appropriately. The report looks into the implications of
technology-driven market developments from a number
of regulatory and supervisory perspectives — including
that of consumers.

“The results clearly show how important it is for us to
address these issues from a supervisory and regulatory
perspective”, emphasised BaFin President Felix Hufeld.
The race to innovate in the field of financial data had
already begun. And it was already becoming obvious
that systemic dependencies on BDAI companies could
arise outside the regulatory framework.

Ultimate responsibility is always carried by people

In the report, BaFin makes it clear once again that
management carries the responsibility, even in times

of the accelerated automation of processes. BaFin also
believes that important conclusions can be drawn with

a view to consumer protection: customers need to be
made more aware of the value of the data they reveal
and who is able to use that data. Users of BDAI must
also bear that in mind, since consumer trust is key to the
success of BDAI innovations.

From a market perspective, the study shows that

big data and artificial intelligence offer significant
competitive opportunities for both existing and potential
new market participants. These opportunities result
primarily from the increased disaggregation of the value
chain that is now enabled by these technologies.

Report consultation

BaFin submitted its report "Big data meets artificial
intelligence” and the key questions it contains for public
consultation until the end of September 2018.

BaFin received a large amount of feedback on its

report. Participants in the consultation process

included advocacy groups as well as individual
institutions, national and international authorities and
representatives of the academic community. A summary
of the responses can be found in the second issue of
the BaFinPerspectives series, which was published at
www.bafin.de on 28 February 2019. In this issue, BaFin
President Felix Hufeld provides an initial assessment in
an interview.

5.4 BaFinPerspectives publication series

In August 2018, BaFin published the first issue of its
BaFinPerspectives series, which deals with the increasing
digitalisation and issues around BDAI from a number

of different perspectives. The issue focuses on, among
other topics, the supervisory and regulatory treatment
of big data and artificial intelligence. The second issue of
BaFinPerspectives was published on 28 February 2019. It
is also dedicated to the topic of digitalisation. The next
issue — on sustainable finance — is scheduled for 9 May.
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Making an impact

The BaFinPerspectives series contains contributions
from internal and external authors and interviews. The
series is published in German (BaFinPerspektiven) and
English on BaFin’s website. BaFin President Felix Hufeld
wants BaFinPerspectives to make an impact, saying that
the major regulatory frameworks of the post-crisis era
have now been finalised, but the change in the financial
sector is still ongoing. In the era of globalisation and
digitalisation, he argues, this will even gain momentum.
As a result, supervisors and regulators are faced with
ever more complex questions and are being led beyond
the traditional fields of law and economics into new
areas, such as information technology.

“In such a complex and interconnected environment, we
need an even greater exchange of information regarding
fundamental issues in supervision and regulation with
representatives of the financial sector and their industry
associations, in addition to consumer protection
organisations, experts from academia, journalists and,

of course, politicians.” The articles in BaFinPerspectives
are intended to bring strategic issues and regulatory
projects into the spotlight and to analyse them from
different points of view, beyond daily reporting.

6 Combating money
laundering

6.1 “Upward potential” in the fight against
money laundering

In his speech at BaFin's New Year press reception in
January 2019, BaFin President Felix Hufeld emphasised
once again how seriously BaFin takes the issue of money
laundering prevention: “For me, (it) is an urgent priority,
and | would like it to be evident from the way that

all institutions conduct business that it is a very high
priority for them, too.”

Chief Executive Director Dr Thorsten Pétzsch believes
that there is “upward potential” in the fight against
money laundering. “Some institutions can certainly do
better here”, he explained in an interview. Banks had to
recognise that successful money laundering prevention
comes with a price tag, he said. Pdtzsch stressed that he
wants all banks to realise, not least in their own interest,
the importance of preventing money laundering and
terrorist financing. He pointed out that cases of money
laundering are a problem for banks in many respects:

“They can lead to financial penalties such as fines.
Banking supervisors can impose higher minimum capital
ratios on banks. And these kinds of scandals can cause
massive reputational damage to banks and even lead

to situations where their continued existence is under
threat.”

6.2 Deutsche Bank

Special representative appointed

On 21 September 2018, BaFin appointed a special
representative for money laundering prevention at
Deutsche Bank AG - for the first time ever. To prevent
money laundering and terrorist financing, BaFin ordered
the bank to take appropriate internal safeguards in
selected areas and to comply with general due diligence
obligations. It appointed the auditing firm KPMG as
special representative to monitor compliance with the
order. Chief Executive Director Dr Thorsten Potzsch
commented on this in the above-mentioned interview:
“It was good and proper to employ the instrument of
the special representative, which had been dormant
until then. | am confident that, in cooperation with the
bank and our organisation, the special representative
will bring about significant improvements in money
laundering prevention.”

Mandate expanded

On 15 February 2019, BaFin ordered Deutsche Bank

to review and — where necessary — adjust its group-
wide risk management processes in the area of
correspondence banking. In order to monitor the
implementation of this measure, BaFin expanded the
mandate of the special representative, who is to report
on and assess the progress of implementation.

6.3 Money laundering prevention in
correspondent banking relationships

Under the heading “Danske Bank”, the media reported
on a money laundering scandal. Between 2007 and 2015,
an Estonian branch of Danske Bank A/S, Copenhagen,

is said to have laundered amounts running into several
billion for customers resident outside Estonia. The

media reports also highlighted German banks that had
correspondent banking relationships with Danske Bank
in Estonia.

BaFin investigated to what extent transactions were

in fact executed via German banks and whether these
point to shortcomings in money laundering prevention,
especially with regard to the general requirements

for correspondent banking relationships. BaFin is in
constant contact with both the competent German
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prosecuting authorities and a number of foreign
supervisory authorities. In 2019, one of the priority areas
will be a review of the requirements under anti-money
laundering legislation for the correspondent banking
business in banks with international operations.

6.4 BaFin’s role in money laundering
prevention

In his speech in January 2019, President Hufeld
underlined once again that it is not BaFin's job to
investigate and prosecute suspected cases of money
laundering. That task lies in the hands of the law
enforcement agencies, which is why they have access to
other sources of information and are able to use police
resources and investigation methods, he said.

BaFin plays a different role, Hufeld explained: it has to
ensure that institutions have appropriate systems for
money laundering prevention in place and that these at
least comply with the legal requirements. If BaFin finds
that that is not the case at an undertaking, it intervenes

and requires that the procedures be changed. But that
is not enough, according to Hufeld: "Better coordination
is needed in Europe”, he pointed out and emphatically
welcomed the steps that have been taken so far in this
respect.

Hufeld stressed that both the banking supervisory level
and the level of the Financial Intelligence Unit (FIU)® and
the law enforcement agencies have to be taken into
account in this context. All possibilities for managing
risk need to be applied, combined with the latest
technologies, to achieve the best prevention possible,
he maintained. "That occasional misuse cannot be

ruled out even with the best prevention methods, and
that substantial amounts of money flow outside of the
financial system, does not, of course, justify failing to put
the greatest amount of effort possible into preventing
money laundering.”

5 FIU is commonly used internationally to refer to the German Financial
Intelligence Unit (Zentralstelle fiir Finanztransaktionsuntersuchungen).
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7 Timeline of important events in 2018

January

BaFin becomes the national resolution authority in Germany on 1 January 2018. The legal
basis is the German Recovery and Resolution Act (Sanierungs- und Abwicklungsgesetz).

The European PRIIPs Regulation enters into force on 1 January 2018. It requires manufacturers
of packaged retail and insurance-based investment products (PRIIPs) to publish a three-page
key information document (KID) for these products.

BaFin repeals the Country Risk Regulation with effect from 1 January 2018.

The German Regulation Governing Large Exposures and Loans of 1 Million Euros or More
(GroBkredit- und Millionenkreditverordnung) is updated by means of an amending regulation,
which enters into force on 1 January 2018.

The provisions of the second Markets in Financial Instruments Directive (MiFID Il) apply as
from 3 January 2018. In Germany, MiFID Il is implemented by way of the Second Act Amending
Financial Markets Regulations (Zweites Finanzmarktnovellierungsgesetz), large parts of which also
enter into force on 3 January 2018.

Since 3 January 2018, the Market Abuse Regulation (MAR) has required issuers whose financial
instruments are listed, with their consent or approval, on an organised trading facility (OTF) to
publish, without delay, any inside information directly relating to those issuers.

As from 3 January 2018, new requirements apply to securities trading firms and banks when they
apply to BaFin for a business authorisation.

The new German Payment Services Supervision Act (Zahlungsdiensteaufsichtsgesetz) enters into
force on 13 January 2018.

On 18 January 2018, BaFin publishes an interpretative decision on the requirements of the
European Capital Requirements Regulation (CRR) for reviewing property valuations.

February

On 8 February 2018, BaFin imposes a ban on disposals and payments by Dero Bank AG because
of a risk of excessive balance sheet leverage and orders the bank to be closed for business

with customers. Payments not intended for the fulfilment of debt to Dero Bank AG must not be
accepted (moratorium).

BaFin publishes an advisory letter on 20 February 2018 on the regulatory classification of tokens
and virtual currencies underlying initial coin offerings (ICOs).

On 20 February 2018, BaFin publishes a Circular on the solvency of financial conglomerates.
The German Act Implementing the Insurance Distribution Directive (Gesetz zur Umsetzung der
Versicherungsvertriebsrichtlinie) enters into force on 23 February 2018.

March

On 8 March 2018, the European Commission presents its proposal for a European Crowdfunding
Regulation, which is intended to create a common European regulatory framework for crowdfunding.
Also on 8 March 2018, the European Commission unveils its FinTech Action Plan. This is meant
to help the financial sector to harness the opportunities of technology-enabled innovation in the
provision of financial services.

BaFin determines that a compensation event has occurred at Dero Bank AG on 14 March 2018.
The institution is no longer able to repay all deposits.

The first authorisation procedure in connection with Brexit is successfully completed.

April

The takeover bid of E.ON Verwaltungs SE, Disseldorf, to the shareholders of innogy SE, Essen,
which has a transaction volume of approximately €21bn, is the year's largest takeover bid by
transaction volume.

BaFin imposes a turnover-based administrative fine of €1.34m relating to a breach of a credit
institution’s supervisory duty in relation to voting rights notifications.

On 19 April 2018, BaFin publishes the new version of its Circular entitled Minimum Requirements
for the Compliance Function (Mindestanforderungen an die Compliance-Funktion — MaComp).
BaFin issues notices on the bank levy.
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May = On 4 May 2018, BaFin publishes ,Circular 6/2018 (BA and WA) on the minimum requirements for

complaints management”.

= BaFin and the Deutsche Bundesbank define their annual priority areas in banking supervision.
In 2018, banking supervision focuses mainly on profitability and interest rate risks as well as on
the banks’ lack of appropriate and secure IT systems.

= The European Commission publishes a number of proposals for sustainable finance on 24
May 2018. Their core element is the proposal for a unified classification system of sustainable
economic activities in the European Union (EU).

= |n Guidelines published on 24 May 2018, BaFin announces its criteria and standards for the
supervisory assessment of banks’ internal capital adequacy concepts.

June = The product intervention measures adopted by the European Securities and Markets Authority
(ESMA) in May in relation to binary options and contracts for difference (CFDs) are published in
the Official Journal of the EU on 1 June 2018. The distribution and sale of binary options to retail
investors are prohibited as from 2 July 2018.

= BaFin issues the first MREL decisions.

= On 15 June 2018, BaFin publishes its study entitled ,Big data meets artificial intelligence -
Challenges and implications for the supervision and regulation of financial services”, prepared
in cooperation with PD — Berater der 6ffentlichen Hand GmbH, Boston Consulting Group GmbH
and the Fraunhofer Institute for Intelligent Analysis and Information Systems (IAIS).

= On 27 June 2018, the Financial Stability Committee (Ausschuss fiir Finanzstabilitdt) presents its
fifth report on financial stability in Germany to the German Bundestag; the report deals with
issues such as risks in the property market and cyber risks.

= The Federal Ministry of Finance (Bundesministerium der Finanzen) publishes the
evaluation report on the review of the effectiveness of the Life Insurance Reform Act
(Lebensversicherungsreformgesetz) on 28 June 2018.

= BaFin revises the guidance for calculating the effects of a sudden, unexpected change in interest
rates (Basel standard shock) in ,Circular 9/2018 (BA) Interest rate risk in the banking book".

July = On 2 July 2018, BaFin publishes a Circular on the Supervisory Requirements for IT in Insurance

Undertakings (Versicherungsaufsichtliche Anforderungen an die IT — VAIT).

= The Second Regulation Amending the Financial and Internal Capital Adequacy
Information Regulation (Zweite Verordnung zur Anderung der Finanz- und
Risikotragféhigkeitsinformationenverordnung) enters into force on 13 July 2018.

= |n the period from 16 July to 30 September 2018, BaFin holds a consultation on the report on
the study entitled ,Big data meets artificial intelligence — Challenges and implications for the
supervision and regulation of financial services".

= On 17 July 2018, BaFin publishes Circular 11/2018 (VA), which contains information on
cooperation with insurance intermediaries and on risk management in distribution.

= On 20 July 2018, BaFin submits Circular 13/2018 for consultation, which deals with the issue
of when customers should be combined into a ,group of connected clients” as a result of
interconnectedness.

= Also on 20 July 2018, BaFin circulates a draft Circular on the disclosure of the liquidity
coverage ratio.

= On 21 July 2018, part of the Act Exercising Options of the EU Prospectus Regulation
and Amending Other Financial Market Laws (Gesetz zur Austibung von Optionen der EU-
Prospektverordnung und zur Anpassung weiterer Finanzmarktgesetze) enters into force. At the
same time, certain provisions of the Prospectus Regulation enter into effect.

= |n the period from 31 July to 30 October 2018, the International Association of Insurance
Supervisors (IAIS) holds consultations on the Insurance Capital Standard 2.0 (ICS 2.0).
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August

The first issue of a new series of publications, ,BaFinPerspectives”, appears on 1 August 2018.
The issue’s main focus is on digitalisation.

On 28 August 2018, the European Commission invites comments on sustainability in
Solvency Il from the European Insurance and Occupational Pensions Authority (EIOPA).

September

BaFin submits for consultation a draft regulation amending section 16 of the Solvency
Regulation (Solvabilititsverordnung), which deals with the materiality threshold.

On 27 September 2018, BaFin holds its conference on IT Supervision in the Banking Sector in
Frankfurt am Main, where it is host to approximately 400 representatives of the finance industry
and IT security experts.

October

The Insurance Distribution Directive (IDD) applies in all EU member states as from 1 October
2018.

The Third Regulation Amending Regulations under the Insurance Supervision Act (Dritte
Verordnung zur Anderung von Verordnungen nach dem Versicherungsaufsichtsgesetz) is
promulgated in the Federal Law Gazette on 22 October 2018 and enters into force on

23 October 2018. The regulation represents the Federal Ministry of Finance's amendment of the
rules governing the additional interest provisions (Zinszusatzreserve).

Amendments to the German Securities Trading Reporting Regulation
(Wertpapierhandelsanzeigeverordnung) and to the German Voting Rights Notification
Regulation (Stimmrechtsmitteilungsverordnung) enter into force on 30 October 2018.

BaFin publishes ,Circular 13/2018 on implicit credit support for securitisation transactions”.

November

The European Banking Authority (EBA) publishes the results of the EU-wide bank stress test on
its website on 2 November 2018. The stress test, which was coordinated by the EBA, subjected
the 48 largest institutions in Europe to a macroeconomic stress scenario. 33 of the institutions
that were tested are subject to the Single Supervisory Mechanism (SSM), and 8 of these SSM
banks are German credit institutions. The tested institutions account for approximately 70% of
all bank assets in the eurozone.

The Council of the European Central Bank (ECB) nominates Andrea Enria as the new Chair of
the Supervisory Board on 7 November 2018. His appointment by the European Council followed
on 6 December 2018. He assumes office on 1 January 2019.

On 8 November 2018, BaFin publishes a Guidance Notice with guidance on outsourcing to
cloud service providers.

On 14 November 2018, the IAIS publishes a consultation paper on the Holistic Framework,
which enhances and supplements the existing framework for systemically important insurance
groups (G-Slls).

The bank levy specialised procedure, which undertakings can use to submit their reporting data
on the bank levy electronically, is available for the first time on BaFin's reporting and publishing
platform.

On 27 November 2018, two constitutional complaints are brought before the Federal
Constitutional Court (Bundesverfassungsgericht). The complaints are essentially directed against
the two regulations on the SSM and the Single Resolution Mechanism (SRM).

December

On 14 December 2018, EIOPA publishes the report on the Europe-wide stress test for
insurance groups.

For the purpose of a public hearing, BaFin publishes a draft national product intervention
measure relating to contracts for difference on 20 December 2018.

On 21 December 2018, EIOPA publishes the third report on the impact of long-term guarantee
measures and of measures on equity risk under Solvency 1.

The Act Implementing the IORP Il Directive (Gesetz zur Umsetzung der EbAV-II-Richtlinie)

is promulgated in the Federal Law Gazette. The new provisions governing the activities and
supervision of institutions for occupational retirement provision (IORPs) come into effect in 2019.
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= The Regulation Implementing the Insurance Distribution Directive (IDD) (Verordnung zur
Umsetzung der Versicherungsvertriebsrichtlinie) enters into force as at 21 December 2018.

= On 21 December 2018, BaFin publishes the Guidance Notice on the contractual recognition of
the temporary suspension of termination rights in accordance with section 60a of the Recovery
and Resolution Act (Sanierungs- und Abwicklungsgesetz), which it had circulated for consultation
in the summer.

= BaFin sends out a survey to selected banks to assess the nature of German banks’ involvement
in trading or issuing American Depositary Receipts (ADRs).
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1 Brexit

y 31 March 2019', there was still no clarity

about the date or the terms of the United

Kingdom's (UK) departure from the

European Union (EU). The UK had originally

been scheduled to leave the EU in the night
from 29 to 30 March 2019. On 29 March 2019, the
British House of Commons again rejected the agreement
Prime Minister Theresa May had negotiated with the EU.
The alternatives then facing the UK were its departure
from the EU without a deal on 12 April 2019 or a lengthy
delay to Brexit, which would require the country to take
part in European elections at the end of May.

The persisting uncertainty until the last minute has
posed considerable challenges for policymakers and
supervisory authorities and necessitated preparations
to be made also for a no-deal scenario. A disorderly
exit by the UK from the EU could potentially give rise
to significant risks. In the financial sector, this could
mean that companies from the UK that have in the past
notified BaFin of the cross-border conduct of banking
business or insurance business or of the provision of
financial services under European passporting rules
would lose this right to market access.

However, many of the cross-border arrangements
entered into before Brexit under European passporting
rights are such that their obligations and effects will in
some cases continue far beyond the leaving date. In the
case of derivatives, for example, this applies to a large
number of contracts with very large transaction volumes.
What is more, long-term agreements in particular do not
contain any special provisions for Brexit.

An issue of huge importance for companies, supervisory
authorities and policymakers is how Brexit will affect
future mutual market access in dealings between the

UK and the remaining 27 member states of the EU. Just
under half of the UK's total exports go to the EU, making
it the UK's largest export market; looking at imports
shows a similar picture. The situation in the financial
sector is even more complex: not only is London a
central hub for capital flows towards the EU, it is also a
key clearing venue, which is used to settle approximately
90% of all euro-denominated interest rate swaps, for
example.?

BaFin continued its active dialogue with interested
companies in 2018 and again organised Brexit
workshops, as in the previous year. BaFin has to date
held discussions with over 200 companies in order
to give them clarity, support and, above all, a reliable

1 The time of going to press was 31 March 2019.

2 See chapter VI 2.1.6.1.
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framework that allows them to continue to provide
financial services under the new political conditions. In
this process, there must be assurances, of course, that all
companies are supervised and regulated in accordance
with the same standards.

Scores of banks and financial services institutions based
in the UK are intending to move their offices to Germany
and other countries because Brexit will mean that they
will lose their European passporting rights that allow
them to conduct business in the member states of the
European Economic Area (EEA). BaFin and the federal
government aim to provide these institutions with
guidance for their projects in Germany, offer them legal
certainty and, at the same time, ensure the stability of
the German financial market. In this context, solutions
at a European level are not only desirable, but an urgent
necessity for some subsets, such as clearing. If solutions
are not implemented, banks that continue to provide
clearing services in the UK are at risk of a massive increase
in capital requirements. In addition, derivative positions
would have to be reallocated, i.e. revised and in some
cases reconstituted. To prevent this from happening,
the European Commission in December adopted an
implementing decision determining temporary EMIR?
equivalence for the UK in case of a no-deal scenario. In
concrete terms, this means that the UK’s regulations will
be considered equivalent to EU regulations, and central
counterparties (CCPs), with approval from the European
Securities and Markets Authority (ESMA), will be able to
continue their activities in the European Union as before
for a limited period of one year.

The German Tax Act relating to Brexit (Brexit-
Steuerbegleitgesetz) gives BaFin access to fast-acting
tools with legal certainty. It is intended to mitigate or
prevent the negative consequences for the functioning
or stability of the financial markets in case of a disorderly
exit because it allows BaFin to permit UK companies for
a transitional period to continue using the European
passporting rules for a branch or to provide cross-
border services in Germany.

Internal models

Many of the companies requested permission from
BaFin for using their internal models to determine their
capital requirements also in Germany. BaFin, together
with the Deutsche Bundesbank and in accordance with
the framework set out by the European Central Bank
(ECB), has offered a two-stage approval process for this
purpose:

3 European Market Infrastructure Regulation.

= Stage 1: Temporary toleration of the internal models
approved by the Prudential Regulation Authority (PRA)
on the basis of European requirements

= Stage 2: Regular model approval based on a
subsequent in-depth on-site inspection

In 2018, nine institutions with international operations
applied for permission to use their internal models for
market, counterparty and credit risk. BaFin granted
temporary toleration to most of the models to which
the applications related. It also began to examine the
counterparty risk models of two of the institutions, a
process it is continuing in 2019. The reviews will form
the basis of decisions on regular model approvals.

2 Consumer protection

2.1 MIiFID II - one year on
2.1.1 Positive result overall

The Markets in Financial Instruments Directive

(MIFID I)* brought about significant changes to
conduct regulation in the German Securities Trading
Act (Wertpapierhandelsgesetz).> Extensive changes were
required specifically in the business that investment
firms conduct with retail clients.

The institutions therefore began their preparations for
MIFID Il long before it entered into force. Given the
extent of the implementation project and the fact that
MIFID Il was not the only major regulatory package

that had to be implemented at the beginning of
January 2018, BaFin concluded on the basis of its market
surveys on MiFID Il that the first year under the new
regime had delivered positive results overall.

It was hardly surprising that, despite that, a few isolated
implementation problems occurred on 3 January 2018.
In certain areas, further implementation was required
even a year after the new regulations entered into force.
However, that did not come as a surprise either, given
the extent of the new regulations.

4 OJ EU L 173/349. MiFID Il was implemented by way of the German
Second Act Amending Financial Markets Regulations (Zweites
Finanzmarktnovellierungsgesetz) of 23 June 2017, Federal Law
Gazette |, page 1693.

5 For information on MiFID II, see also chapter VI 1.1.
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A particular challenge is to develop consistent,
workable solutions throughout Europe, which can
only be achieved on the basis of continuous, trusting
cooperation at the European level. BaFin is therefore
in close consultation with other national competent
authorities and the European Securities and Markets
Authority (ESMA).

2.1.2 Market surveys relating to MiFID II

2.1.2.1 Market surveys relating to the
conduct of business rules of MiFID II

As soon as MiFID Il had entered into force, BaFin
launched its first market survey questioning credit
institutions in relation to the various new conduct of
business rules. The aim was to get an early overview of
the status of implementation. In the second half of 2018,
BaFin extended its survey by adding financial services
institutions to the scope as part of a second market
survey in order to obtain an overview of the market

as a whole.

Both market surveys focused on the record-keeping
obligations (taping), the suitability statement and ex-
ante cost information, and thus new conduct of business
rules that are particularly relevant for consumers.

A total of 20 private and foreign banks, 10 savings

and cooperative banks from each of the regional
associations, as well as 25 financial services institutions
and 5 securities trading banks participated in the surveys
on a voluntary basis.

The participating institutions deployed significant
financial and personnel resources and went to
considerable effort to implement the new regulations
of MIFID Il. This finding was made for the entire market,
irrespective of the size or business models of the
institutions concerned.

BaFin's first market survey of banks, savings banks and
cooperative banks produced the results presented
below, which were confirmed in general by the second
survey.

Record-keeping obligations

Since the beginning of 2018, institutions have been
required to record telephone conversations and other
electronic communication, if they relate to client orders
(taping). The first market survey already found that

this requirement was being met and that the technical
implementation had largely been successful.

Nevertheless, for 20.3% of the telephone records,
parts of the conversation that should have been taped
had been omitted. In isolated cases, it was noted that
a summary of the conversation had been recorded
subsequently, which was not sufficient.

At times, clients had responded with unease to the fact
that telephone conversations were being recorded,
although the survey found that, at 0.12%, the number
of objections to this practice turned out very low.

Suitability statement

After having advised their clients on their investments,
investment firms have to explain in writing to what
extent their recommendation is suitable for the

client —in particular with regard to their investment
objectives, the investment period, their risk appetite and
ability to bear losses, as well as their knowledge and
experience.

Following BaFin's analysis, doubt as to whether the
recommendation was suitable for the client remained

in only a small number of cases (3.6%). However, the
companies’ suitability statements rarely documented the
full extent of the comparison of the client information
against the characteristics of the financial instrument
recommended. The error ratio was 89.6%. In many cases,
the statements only contained a formulaic statement
that the product was suitable, which fell short of
requirements.

It should also be highlighted that most institutions had
inserted free text fields into the suitability statement to
capture the content of the investment advice. This allows
individual explanations, which is positive in terms of
consumer protection.

Ex-ante cost information

The rules on ex-ante cost information specify that

the costs of securities and investment services must
be disclosed to clients in due time. This is intended

to make it easier for clients to compare the different
products and services and make an informed decision
on this basis. The first market survey revealed already
that no consistent market standards have established
themselves in terms of composition, structure and
calculation methods. This means that it remains difficult
for clients to compare costs.

A positive aspect was, however, that the cost information
used by the institutions related mainly to the specific
security involved in the transaction concerned. Most of
the institutions had based the cost information also on
actual amounts invested, although it is also permissible
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to calculate this information on the basis of assumed
investment amounts.

A small number of institutions had exclusively provided
generic information on costs and charges, indicating
costs only on the basis of entire asset classes; this does
not comply with the legal requirements. Moreover, this
kind of generic information on costs and charges has an
above-average error ratio.

The sample-based analysis of the information on costs
and charges also revealed weaknesses with regard to
their completeness and mathematical accuracy: there
was evidence across the entire sample obtained that
legally required cost elements had not been included
in some cases. In addition, 13% of the samples taken
showed significant variances between the amounts in
the information on costs and charges and those in the
securities statement.

2.1.2.2 Market survey in relation to product
governance under MiFID II

A third market survey, also conducted in the second
half of 2018, was dedicated to the new product
governance requirements under MiFID II. 55 institutions,
including 25 financial services institutions, 5 securities
trading banks and 25 banks and savings banks,

were asked to provide information on the status of
implementation. This involved BaFin investigating the
institutions’ processes in their role as manufacturers and
distributors — based on a sample of 187 transactions in
total.

Implementation largely successful

This third market survey showed that the product
governance requirements had largely been implemented
successfully. Most of the institutions based their
implementation firstly on the ESMA Guidelines on

MIiFID Il product governance requirements and the
Minimum Requirements for the Compliance Function
and the Additional Requirements Governing Rules of
Conduct, Organisation and Transparency (MaComp)

(BT 5)°.

Secondly, the institutions were able to base the
determination of the target market for securities
on the Common Standard of the German Banking
Industry Committee (Deutsche Kreditwirtschaft), the

6 Circular 5/2018 (WA) — Minimum Requirements for the Compliance
Function and Additional Requirements Governing Rules of Conduct,
Organisation and Transparency — MaComp.

German Investment Funds Association (Bundesverband
Investment und Asset Management) and the Deutscher
Derivate Verband (German Derivatives Association). This
standard makes the process of identifying the target
market, which is done by the manufacturers, as well as
the process of defining the target market and matching
the client to the target market, which are done by
distributors, easier. The standard format allows smooth
communication between manufacturers and distributors.
In addition, it enables the information on the target
market to be integrated into the WM Datenservice's
database, which is used by a large number of
institutions.

Details on some target market categories require
improvement

The survey revealed that the determination and
identification of target markets is working well, thanks to
standardisation. In individual cases, the statements made
in relation to certain target market categories were

in need of improvement: for example, many samples
across all classes of financial instruments indicated that
the client’s investment objectives had been specified

as "asset accumulation or optimisation”. BaFin would
have preferred greater differentiation for some of these
products. However, BaFin expects that the determination
of the target market will increasingly take shape as

time progresses. For example, there are indications that
the European Commission'’s sustainability initiative is
expected to have an effect on the individual criteria

of the target market, especially the client’s investment
objectives.

Dealing with the negative target market

BaFin will closely monitor how the negative target
market will be dealt with in future and how the principle
of proportionality will be implemented: only a minute
number of manufacturers and asset managers for
investment strategies had identified a negative target
market for their products. In addition, in a small number
of cases, it was not apparent that — for particularly
high-risk, complex or illiquid products — manufacturers
and distributors had applied a higher level of care in
implementing the product governance processes than
for other products, although they are required by law to
do so.

New processes pose a challenge for all institutions
The market survey on the new product governance
requirements under MiFID Il revealed that smaller
institutions are finding it increasingly difficult to meet
complex and extensive regulatory requirements in
addition to carrying on their day-to-day business. By
contrast, the larger firms considered it challenging
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to integrate the new processes within the framework

of existing workflows, for example the new product
process in accordance with the Minimum Requirements
for Risk Management (Mindestanforderungen an das
Risikomanagement — MaRisk) without losing sight of the
new processes. To counter those trends, BaFin will work
towards relevant guidance documents — such as ESMA's
product governance guidelines at the European level —
and offer assistance at the national level, for example
through MaComp.

2.2 PRIIPs Regulation - one year on
2.2.1 Current status and outlook

PRIIPs Regulation has been applicable since the
beginning of 2018

Under the European PRIIPs Regulation’, manufacturers
of packaged retail and insurance-based investment
products (PRIIPs) have been required to publish a three-
page key information document for these products
since 1 January 2018. Anyone who sells, or gives advice
on, such products will have to provide retail investors
with a key information document before they commit
themselves by a binding contract or offer.

The requirements of the PRIIPs Regulation relating to
the form and content of this key information document
are set out in the relevant delegated regulation?.

In addition, since 2017, the Joint Committee of the
European Supervisory Authorities (ESAs) has made
available interpretive guidance in the form of questions
and answers (Q&As) and flowcharts. Some aspects of
these documents have since been amended by the
Committee, most recently in July 2018.°

Risk-based market supervision

BaFin is responsible for monitoring compliance with the
PRIIPs Regulation on the basis of risk-based supervision
of impropriety. If it receives information on potential
violations of the PRIIPs Regulation, it investigates them.
In addition, it regularly takes samples and conducts
market investigations. The first market investigation took
place at the beginning of 2018.° Moreover, BaFin has
begun to examine the use of methods for calculating
individual actuarial disclosures in the key information
documents.

7 Regulation (EU) No 1286/2014, OJ EU L 352/1.

8 Delegated Regulation (EU) No 2017/653, OJ L 100/1.

9 Questions and Answers (Q&A) on the PRIIPs Key Information
Document (KID) of 19 July 2018, doc. no JC 2017 49.

10 See 2.2.2.

Open questions relating to scope

There is still some uncertainty about the substantive
scope of the PRIIPs Regulation. For example, it has not
been conclusively clarified which features lead to a
corporate bond being classified as a PRIIP. The European
Commission delegated the decision on whether a
product falls within the scope of the PRIIPs Regulation
to the PRIIP manufacturers themselves' while making
it clear that it applies a broad interpretation. In a

letter addressed to the Commission in July 2018, the
ESAs explained their understanding of the scope and
asked the Commission to confirm this interpretation.'
No reply had been received at the time of going

to press™.

Lack of comprehensibility

In the opinion of consumer protection bodies,

market participants and EU supervisory authorities,
some disclosures required to be included in the key
information documents under the PRIIPs Regulation,
such as the presentation of the expected performance
of the product (performance scenarios) or of the costs,
are not comprehensible to retail investors. BaFin is
therefore campaigning for this and other shortcomings
to be rectified when the PRIIPs regime undergoes a
comprehensive revision.

Revision of Delegated Regulation

In November 2018, the ESAs launched a consultation
process for revising certain aspects of the Delegated
Regulation™. The original aim was to facilitate the
transition from product information to the key
information document as at 1 January 2020." This
relates to UCITS funds'® and alternative investment
funds (AlFs), whose providers are still issuing "key
investor information” documents. Now that key investor
information documents are to be used for another
two years, i.e. until 31 December 2021, the revision
of the Delegated Regulation is expected to take the
whole of 2019. In terms of content, detailed attention
is to be given to the method and presentation of

the performance of a PRIIP investment product, the
calculation of transaction costs and issues relating to

11 Guideline No 5 of Commission Communication of 7 July 2017,
OJ EU C 218/11.

12 Letter of 19 July 2018, doc. no JC 2018 21.

13 As at the time of going to press, 31 March 2019.

14 Delegated Regulation (EU) No 2017/653, OJ L 100/1.

15 See BaFinJournal November 2018, page 19 (only available in German).

16 UCITS funds are funds that meet the requirements of the UCITS
Directive (Directive 2009/65/EC of the European Parliament and of
the Council of 13 July 2009 on the coordination of laws, regulations
and administrative provisions relating to undertakings for collective
investment in transferable securities (UCITS)).
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the presentation of PRIIP insurance-based investment
products with a range of investment options.

2.2.2 Market investigation into key
information documents under
the PRIIPs Regulation

To launch its supervision of compliance with the
provisions of the PRIIPs Regulation, BaFin conducted

a market investigation at the beginning of 2018.

The first step was to identify just over 100 German
undertakings and institutions that manufacture PRIIPs.
The market investigation found that several of these
PRIIP manufacturers had not met their obligation to
publish key information documents, or had not met this
obligation in full.

Some manufacturers responded to queries by BaFin by
saying that they had initially had technical problems in
providing the key information documents, but had soon
been able to rectify them. Other manufacturers were
found to have outdated websites. They had ceased to
provide certain products as from 1 January 2018, and
this meant that they were under no obligation to publish
a key information document. Some PRIIP manufacturers
had published the required key information documents
in a hidden area of their website or in a section

that was not freely accessible. BaFin informed these
manufacturers that they had to make the key information
documents available in a publicly accessible area of their
website.

In the course of the market investigation, BaFin also
examined key information documents of various

PRIIP manufacturers on a sample basis. BaFin noted a
number of shortcomings in this process, which the PRIIP
manufacturers subsequently rectified. For example, they
had failed to highlight the obligatory warnings in the
key information documents or referred to documents
that retail investors could not locate on the PRIIP
manufacturer’s website, or only with difficulty, without
seeking assistance.

2.3 Market survey on indicative order
value calculations

The market survey on indicative order value calculations
conducted in 2018 looked into cases where the price
indicated by online brokerage tools for the purchase

of a security (indicative order value) varied significantly
from the actual settlement price. Unlimited buy orders
for securities trading at less than €1.00 face the risk
that, to the detriment of the investor, the actual
settlement price may be considerably higher. The survey

of providers of investment services showed that, for
the most part, online brokerage tools do not use the
current bid and ask prices to calculate indicative order
values, although those prices reflect the current market
situation. What is more, bid and ask prices provide

the best possible basis for calculating indicative order
values, because investors are shown a realistic order
value in this way.

Risk for investors

If, however, the calculation of the indicative order value
is based on the last available exchange or market price,
this may be a price determined without any actual
turnover in the security concerned. If no trades are
executed because the supply and demand situation
does not permit this, a price without turnover (PWT) is
determined for the information of trading participants.
This price is based on the buy side of a quote, i.e. the
bid price, and reflects the price at which investors can
sell securities. For securities in low demand, it is often
in the range of thousandths of a euro. The ask price,
which is relevant if an investor is interested in buying,

is often different from the bid price. This results in
investors placing securities orders that they would not
have placed if they had known the actual price; they are
ultimately confronted with demands for buy prices they
are unable to pay.

These types of situations, which mainly occur when
buying securities trading below €1.00, can, however,
be avoided by limiting the buy orders for securities.
Since not all providers of investment services make
limit orders mandatory, this safety mechanism
cannot always protect the investor from these kinds
of problems when buy orders are executed. For this
reason, investors should set their own buy limits."”
Future investigations will show whether the insights and
recommended actions have contributed to improving
the situation.

2.4 Consumer complaints and enquiries

2.4.1 Credit institutions and financial
services providers

In 2018, BaFin processed a total of 5,791 submissions
relating to credit and financial services institutions
(previous year: 5,587 submissions), of which 5,539 were
complaints and 252 general enquiries. The figure
includes 25 cases where BaFin issued statements to the

17 See BaFinJournal September 2018, page 22 ff. (only available in
German).
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Petitions Committee of the Bundestag (the lower house
of the German parliament). In addition, BaFin received
46 information requests about former banks, and
especially their legal successors. The complaints were
upheld in 771 cases, including 1 petition.

Table 1: Complaints by group of institutions

Total number of
submissions

Group of institutions

Private banks 2,998
Savings banks 721
Public-sector banks 135
Cooperative banks 677
Mortgage banks 5
Bausparkassen 413
Financial services providers 175
(e.g. leasing and factoring

undertakings, etc.)

Foreign banks 415

The submissions made by consumers reflected the
entire range of products offered by the institutions and
undertakings subject to supervision in the year under
review. They related in particular to the current account
and to bank transfers or payment transactions. But
BaFin also received queries regarding the termination
of a business relationship, cancelling long-term savings
schemes as well as general enquiries about whether and
in what amounts certain fees are permitted.

When branches were closed, concern was expressed,
especially by older consumers from rural areas, about
their future access to the necessary financial services.
Customers of online banks complained to BaFin in many
instances about poor accessibility during technical
problems or about having had to accept inappropriately
long response or processing times for requests or
complaints.

Consumers reacted particularly sensitively to attempts
by banks to change the general terms and conditions —
be it to bring them in line with changes to the legal
framework or because they had redesigned their
product offering. This applied especially where such
amendments had the effect of changing the service
offering or where the bank introduced or increased
fees. Although BaFin cannot influence the nature of

the product offering, it can — under its mandate for
collective consumer protection — examine whether banks
comply with the legal requirements when implementing
such contract amendments.

An investigation conducted by BaFin on a sample basis
found that the procedure used by the institutions

had generally complied with the legal requirements.

In most cases, for instance, the banks had notified
customers of the intended amendments at least two
months before they took effect. Furthermore, the banks
advised their customers that they had the right, under
section 675g (2) sentence 3 of the German Civil Code
(Biirgerliches Gesetzbuch), to terminate their contract
free of charge and with immediate effect.

Customers who receive a proposal from their bank to
amend an existing payment services master agreement
should always examine carefully whether they want to
continue the contract under the amended terms and
conditions. If not, they should review the products of
other providers and consider switching to a different
account. Although consumers can object to the
proposed amendments, this will often not have the
effect of indefinitely continuing the contract under
unchanged terms and conditions: in most cases, the
institutions will resort to terminating the contract by
giving statutory notice.

2.4.2 Investment and asset management
companies

As part of investment supervision, a total of

125 complaints and queries were received from
consumers in 2018. They related to the investment tax
reform, amendments to fund rules and the requirement
on asset management companies to provide information
to investors. Queries from investors about open-ended
real estate funds mostly related to the liquidation of
open-ended real estate funds for retail investors.

BaFin investigated the reports and invited comments
from the supervised undertakings. It also explained
the legal framework to the complainants, pointing out
alternative ways of dispute resolution. There was rarely
any need to take further supervisory measures.

2.4.3 Insurance undertakings

In 2018, BaFin completed the handling of a total of
8,097 submissions relating to insurance undertakings
(previous year: 7,367 submissions). 33.3% (previous year:
32.0%) of these submissions ended in success for the
parties that made them.

7,906 submissions (previous year: 7,212 submissions)
were attributable to the insurance classes mentioned

in Table 2 "Submissions received by insurance class
since 2014" on page 42. This included 7,325 complaints,
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Table 2: Submissions received by insurance class since 2014

Year Life Motor Health Accident Liability Legal Building/  Other Miscel- Total
expenses contents  classes laneous*

2018 1,869 1,734 1,653 215 439 666 711 619 191 8,097

2017 1,825 1,508 1,433 219 400 591 603 633 155 7,367

2016 1817 1,533 1,335 294 460 924 708 759 155 7,985

2015 2113 1,778 1,267 294 505 722 470 769 1,558 9,746

2014 2,802 1,822 1,545 379 622 675 890 780 1,624 11,139

* Until 2015: misdirected correspondence, intermediaries, etc.; since 2016: intermediaries

478 general enquiries and 94 petitions, which reached
BaFin via the German Bundestag or the Federal Ministry
of Finance (Bundesfinanzministerium).

The reasons for complaints from consumers vary. The
most frequent reasons for complaints in 2018 are
presented in Table 3.

Table 3: Most frequent reasons for complaints
in 2018

Reason Number
Claims handling process/delays 1,363
Sum insured 892
Issues of coverage 891

A number of complaints related to plans by life insurers
to sell policy portfolios, i.e. to run-offs.'® After the
policies had been sold, many policyholders complained
about the quality of the customer service. Uncertainty
about Brexit was also the subject of a number of queries
from consumers. Finally, a number of policyholders
approached BaFin in connection with repayment claims
based on the court rulings of the Federal Court of Justice
(Bundesgerichtshof) on the “permanent right to object”
in life insurance.™

The complaints about health insurers related primarily to
premium adjustments made by private health insurers.
In this context, consumers sought information about the
trustees and their independence required by law?°.

18 See chapter V 2.6.1.1.
19 See, among others, BGH judgement of 7 May 2014 — IV ZR 76/11.
20 See BGH judgement of 19 December 2018 — IV ZR 255/17.

Many customers also complained to BaFin about the
settlement conduct of property and casualty insurers.
Consumers also submitted queries about the way motor
insurance tariffs are calculated.

2.4.4 Securities business

In 2018, investors filed a total of 676 complaints relating
to securities transactions (previous year: 522 complaints)
and submitted 396 written enquiries (previous year:

272 enquiries). They related mainly to management or
customer service (including safe custody business), order
execution, customer information and investment advice.

BaFin recorded a higher incidence of complaints at the
beginning of the year. In many of these submissions,
fault was found with the fact that some financial
instruments could not be traded because there were
no data on costs or the target market. Consumers also
complained about new regulatory requirements, such
as the PRIIPs Regulation and the reform of the German
Investment Tax Act (Investmentsteuergesetz), which
contributed to an increase in the number of complaints
in the first quarter of the year under review.

As in the previous year, BaFin received a larger number
of complaints about companies domiciled in Cyprus
offering cross-border services in 2018. Most of them
related to transactions involving financial contracts

for difference (CFDs). In these cases, BaFin informs

the Cyprus Securities and Exchange Commission,
which is the competent authority in the country of
origin and therefore responsible for supervising these
companies.

2.4.5 Consumer helpline
Citizens can call BaFin's consumer helpline at

+49 (0) 800 2 100 500. They made frequent use of this
facility in 2018: the consumer helpline advisers dealt
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with 18,651 queries (previous year: 19,367 queries) about
the financial market, specific issues relevant to consumer
protection and problems with banks, insurance
undertakings or financial services providers. Of this

total, 34.4% was attributable to insurance supervision,
44.6% to banking supervision and 9.91% to securities
supervision. Many callers requested information about
ways of submitting complaints to BaFin.

2.5 Supervision of advice and distribution
in the securities business

2.5.1 Employee and Complaints Register

The Employee and Complaints Register (see info box
on page 44) is a key element in collective consumer
protection. BaFin is able to check on the basis of
complaints notified to the register whether investment
firms are complying with the conduct of business
obligations incumbent on them when advising retail
clients. Complaints notified in this way allow BaFin to
investigate both systematic and sporadic irregularities
(such as undue pressure from individual sales
employees).

In accordance with legal notification requirements,

the complaints notified do not contain any information
of their content or on whether the complaints are
justified. Regarding complaint tendencies, it is therefore
not possible to generalise on the basis of data in the
Employee and Complaints Register?’, but BaFin assesses
individual complaints on an ongoing basis. These
assessments always focus on whether the investment
recommendation provided was in fact suitable for the
investor concerned.

If an assessment gives rise to doubts about the expertise
or reliability of an employee, or if attention is drawnto
employees as a result of violations of supervisory
requirements, BaFin will initiate investigations.?

21 For information on objections raised in the securities business,
see 2.4.4.
22 See 2.5.2.

Table 4: Number of employees®

Employees

As at 31 Dec. 2017 31 Dec. 2018
Private banks 41,234 37,631
Savings banks/Landesbanks 55,686 52,145
Cooperative banks 38,912 35,829
Financial services institutions 7,000 7,354
Total 142,832 132,959

Investment advisers

As at 31 Dec. 2017 31 Dec. 2018
Private banks 40,617 37,008
Savings banks/Landesbanks 52,749 49,266
Cooperative banks 36,161 33,115
Financial services institutions 6,443 6,796
Total 135,970 126,185

Sales officers

As at 31 Dec. 2017 31 Dec. 2018
Private banks 5,903 5,258
Savings banks/Landesbanks 9,196 8,872
Cooperative banks 6,404 6,160
Financial services institutions 370 356
Total 21,873 20,646

Compliance officers

As at 31 Dec. 2017 31 Dec. 2018
Private banks 107 116
Savings banks/Landesbanks 394 390
Cooperative banks 876 847
Financial services institutions 693 700
Total 2,070 2,053

23 Since employees may perform multiple activities, the total based
on the activities performed exceeds the total number of employees.
The dataset changes all the time as amendments and corrections
are notified. Employees notified by investment firms that were no
longer supervised in accordance with part 11 of the Securities Trading
Act (sections 63 et seq.) at the time of the database query are not
included. The figures presented here may therefore differ from data

published previously.
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Table 5: Number of complaints notified®*

Complaints Private banks Savings banks/  Cooperative banks Financial services Total
Landesbanks institutions

2014 2,381 1,994 1,527 947 6,849

2015 1,546 1,691 1,299 104 4,640

2016 1,633 1,837 1,463 63 4,996

2017 1,298 1,701 1,283 71 4,353

2018 1,592 2,122 1,370 99 5,183

Legal background

Employee and Complaints
Register

All institutions which provide investment

services are required under section 87 of the
Securities Trading Act to report their investment
advisers, sales officers and compliance officers,
for inclusion in the Employee and Complaints
Register maintained by BaFin. In the case of
investment advisers, it should be noted that
BaFin also receives reports whenever retail clients
make a complaint about their investment advice.

2.5.2 Measures and administrative fine
proceedings

In 2018, BaFin investigated in 35 proceedings any
findings that investment advisers and sales officers
were unreliable. In 13 of the above proceedings, the
employees concerned are not subject to any notification
requirements on the basis of their employment with

an investment firm. BaFin uses the Employee and
Complaints Register to monitor whether the employees
in question are again employed as investment advisers
or sales officers. In one of the proceedings, BaFin
investigated whether an employee had to be prohibited

24 The total number of complaints has been adjusted for the number
of corrections reported. Complaints notified by investment firms
that were no longer supervised in accordance with part 11 of the
Securities Trading Act (sections 63 et seq.) at the time of the data
query are not included. Moreover, entities can move from one group
of institutions to another. Another factor is that — unlike the practice
in the reports up to 2015 — the figures were produced on the basis
of the respective quarterly totals. As a result, the totals for different
reference periods (quarters, years or period as a whole) may vary.
The figures presented here may therefore differ from data previously
published or published elsewhere.

from working as an investment adviser. The proceedings
have not yet been completed.

In 2018, BaFin initiated two warning procedures® for
violations of requirements and prohibitions pursuant
to section 11 of the Securities Trading Act. One of the
procedures has not yet been completed; the other was
discontinued for discretionary reasons.

In addition, BaFin launched 3 new administrative

fine proceedings due to violations of the conduct of
business rules and of organisational and transparency
requirements applicable to investment firms.? It
concluded 9 of these proceedings by imposing an
administrative fine. A total of 7 proceedings were
discontinued, 6 of them for discretionary reasons. A total
of 34 proceedings were still pending from the previous
year. The highest total administrative fine imposed on an
institution in this area was €18,000."

2.6 Consumer Advisory Council

BaFin's Consumer Advisory Council?® was established
in 2013. In 2018, the Federal Ministry of Finance
appointed new members to 11 of the 12 positions

on the Council, because their five-year term of office
had expired in the year under review. The Council has
three members representing the academic community,
four members representing consumer and investor
protection organisations, three members who are
employees of out-of-court dispute settlement systems
as well as one member each representing the Federal
Ministry of Justice and Consumer Protection and the
trade unions. The member representing the ombudsman
of private banks was the only incumbent who was not

25 Section 56 of the German Act on Breaches of Administrative
Regulations (Ordnungswidrigkeitengesetz — OWiG).

26 For information on sanctions imposed by the Securities Supervision
Directorate, see 4 and chapter VI 2.6.

27 See 4.

28 See Appendix, page 171.
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replaced, because he had been appointed to the Council
as recently as 2016 to succeed a member who had left
the Council.

BaFin's Consumer Advisory Council held the first
meeting in its new composition on 28 September 2018.
From among its members, the Council re-elected
Dorothea Mohn from the Federation of German
Consumer Organisations (Verbraucherzentrale
Bundesverband e. V) as Chair.

The Consumer Advisory Council advises BaFin on the
performance of its duties from the perspective of
consumers. It is an important source of information for
BaFin.

2.7 International developments
2.7.1 Product intervention

With effect from 3 January 2018, the European Markets
in Financial Instruments Regulation (MiFIR) made new
product intervention tools available to ESMA and the
national competent authorities, i.e. including BaFin. In
response, German legislators repealed section 4b of the
Securities Trading Act, old version, which had brought
forward those powers at the national level. Features

of national law — specifically product intervention
powers in relation to capital investments — have since
then been governed by section 15 of the Securities
Trading Act.

ESMA has already made use of the new powers: since

2 July 2018, the marketing, distribution and sale of
binary options to retail investors has been prohibited.
Since 1 August 2018, CFDs offered to retail investors
have been subject to a bundle of measures consisting of
leverage limits, automatic loss limits, negative balance
protection and an obligation to issue firm-specific risk
warnings.

Product intervention measures specified by ESMA are
only valid for three months. ESMA has extended the
adopted measures, meaning that they remain in force
beyond the end of 2018. BaFin has meanwhile made
preparations for the expiry of ESMA's measures: in
December 2018, it published proposals for measures of
its own applicable to binary options and CFDs, which will
be valid indefinitely.?*

29 See BaFinJournal January 2019, page 33 and BaFinJournal
November 2018, page 20 (both only available in German).

2.7.2 World Investor Week

The second World Investor Week (WIW), an initiative of
the International Organization of Securities Commissions
(I0SCO), was held in October 2018. This event was
aimed at educating consumers around the world about
financial issues. BaFin again took part in the WIW. At
the beginning of October 2018, it published two new
simple-language documents, which explain important
concepts from the banking and insurance sector.®
During the WIW, BaFin was also represented at the
Bdrsentag in Berlin held on 6 October. During the week
of events, BaFin experts also informed consumers by
video link about "Big Data and Artificial Intelligence” at
one of the regular Digital Stammtische (get-togethers)
hosted by Digital-Kompass.

2.8 Dispute resolution

Consumers can approach BaFin's Arbitration Board with
applications to resolve disputes with credit institutions
and financial services providers, if there is no competent
private consumer dispute resolution entity.*'

2.9 Basic payment account and Payment
Accounts Act

According to a survey conducted by BaFin as at

30 June 2018, basic payment accounts are offered by
approximately 1,300 credit institutions in Germany.
Over 566,000 applications for opening basic payment
accounts were made between the effective date of the
regulations on 18 June 2016 and the date of the survey.
Institutions rejected almost 15,000 of these applications.
There were a total of 497,000 basic payment accounts as
at 30 June.

Approximately 580 consumers contacted BaFin during
the period covered by the survey because a bank had
rejected their application for opening a basic payment
account. BaFin was able to help around 200 of these
consumers to open a basic payment account. In those
cases, the institutions had refused to open an account
without providing a reason recognised under the
German Payment Accounts Act (Zahlungskontengesetz).
In 22 cases, BaFin formally instructed the institution to
open a basic payment account.

30 www.bafin.de/dok/11529872 and www.bafin.de/dok/11529884 (both
only available in German).

31 The activity report of the BaFin Arbitration Board is published at www.
bafin.de/schlichtungsstelle (only available in German).
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Between 19 September 2016, when these provisions entered
into force, and the survey date, the possibility provided for
under the German Payments Account Act to get help with
switching accounts was used by consumers on 705,000
occasions. In the same period, customers made complaints
about this to BaFin on more than 120 occasions.?

Greater fee transparency

The last part of the Payment Accounts Act entered into
force on 31 October 2018. It governs the transparency and
comparability of fees for payment accounts: according to
its provisions, payment service providers are obliged to
provide their customers with standardised fee information
that must be easy to understand and easily accessible.®

3 Market integrity

3.1 Authorisation requirement

Germany’s banking business, financial services, payment
services, e-money business, investment business and
insurance business are subject to supervision by BaFin
(see info box “Authorisation requirement”).

Legal background

Authorisation requirement

BaFin's responsibilities include examining the
business of new market participants or new business
models of established providers to determine
whether they require authorisation under supervisory
laws. Providers conducting banking business or
providing financial services under the German
Banking Act (Kreditwesengesetz), conducting
insurance business under the German Insurance
Supervision Act (Versicherungsaufsichtsgesetz),
providing payment services or conducting e-money
business under the German Payment Services
Supervision Act (Zahlungsdiensteaufsichtsgesetz)

or managing investment funds within the

meaning of the German Investment Code
(Kapitalanlagegesetzbuch) require authorisation for

32 www.bafin.de/dok/11672076.
33 www.bafin.de/dok/10144346.

In 2018, BaFin recorded another increase in the number
of new authorisation queries it received — from 1,208 to
1,397 queries (see Table 6). They focused primarily on
fintech companies, initial coin offerings (ICOs) and new
payment services.

Table 6: New authorisation queries

2016 2017 2018

New authorisation queries 1,022 1,208 1,397

Exemption from the authorisation requirement
Under section 2 (4) of the Banking Act, BaFin can
determine in particular circumstances that an institution
should be exempted from the authorisation requirement
and certain provisions of ongoing supervision (see
Table 7 on page 47). This exemption is only valid for as
long as the institution does not require supervision due
to the type of business it conducts. Exemptions granted
to third-country institutions may only be granted if
BaFin does not also have to supervise that institution’s
domestic business because it is supervised in its home
country. Section 2 (5) of the Banking Act provides
specific guidance for such cases.

this business. If providers have already commenced
an activity requiring authorisation without having
obtained authorisation from BaFin, the Supervisory
Authority enforces the authorisation requirement
and ensures that the business is discontinued and
any transactions wound up immediately. BaFin
provides information on this topic on its website at
www.bafin.de. Depending on the nature of the case,
BaFin may file a complaint with the prosecuting
authorities against the operators responsible. For
providers of new business models, it is expedient

to make an initial self-assessment. To help with this
process, BaFin has published Guidance Notices about
the various transactions requiring authorisation on its
website.
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Table 7: Exemption of institutions

2016 2017 2018
Exempted institutions 355 358 368
Newly exempted institutions 15 1 10

In practice, exemptions can only be granted on
application. However, BaFin does not often grant such
exemptions as undertakings conducting activities that
are classified as banking business or financial services
under German law are, in most cases, subject to the
authorisation requirement.

Exemptions within the meaning of the Payment
Services Supervision Act

When the Second Payments Services Supervision
Directive (PSD2) was transposed into national law,

the German Payment Services Supervision Act
(Zahlungsdiensteaufsichtsgesetz) was comprehensively
amended. One of the main aims of PSD2 is to clarify
the scope of such exemptions for business models that
do not require supervisory authorisation. The Payment
Services Supervision Act was revised with effect from
13 January 2018 in accordance with the European
requirements.

PSD2 brings, among other changes, a comprehensive
redesign of such exemption for payment system
networks. The previous rules for exemption have been
replaced by a clear classification into limited networks
and very limited ranges of goods and services.

Exemptions under section 2 (1) no. 10 of the Payment
Services Supervision Act can only be applied by issuers
marketing a payment instrument or using such an
instrument for settlement if it is clear to customers

that it can only be used in the premises of the issuer

or within a limited network. An example of a limited
network is a store card issued by a particular retail chain,
which customers can use to make purchases in the
individual stores belonging to the chain.

Another exemption under section 2 (1) no. 10 of the
Payment Services Supervision Act applies if the payment
instrument can only be used to acquire a very limited
range of products or services. A very limited range can
be assumed, for example, in the case of fuel cards, which
customers can only use to purchase goods and services
related to vehicles.

BaFin has developed a comprehensive guide with
examples, which presents the different exemption
scenarios; it can be found in the revised Guidance

Notice on the Payment Services Supervision Act*. This
gives market participants, especially those offering
customer cards in the retail and service sector or the oil
industry, a quick, easy-to-follow guide with information
on whether their planned business venture is possible
without seeking authorisation or whether they have to
submit an application for authorisation to BaFin.

3.2 Investigation of unauthorised business
activities

Anyone who conducts or provides banking business,
financial services, payment services or e-money
business, investment business or insurance business
subject to authorisation requirements without obtaining
prior authorisation from BaFin commits a criminal
offence. Any violation of the authorisation requirement
undermines the integrity of the financial system.

BaFin investigates such cases using the powers under
commercial enforcement law.

The number of suspected violations rose again in 2018 —
from 1,042 cases to 1,281 cases (see Table 8). BaFin took
formal steps against unauthorised business activities

in 87 cases — an unprecedented number. According to
estimates, the loss caused by these violations amounted
to a figure in the substantial three-digit million

euro range. In most cases, however, the providers
discontinued their unauthorised business voluntarily
after a hearing with BaFin on this issue. This shows how
important it is for BaFin to investigate every case of
suspicion rigorously.

Table 8: Investigation of unauthorised business
activities

2016 2017 2018
New suspected violations 1,113 1,042 1,281
Searches 18 20 23
Formal measures 35 25 87

(discontinuation, winding-up)

Irrespective of any formal measures, there were 15 cases
in 2018 (previous year: 2 cases) where BaFin raised
public awareness of undertakings that had contacted
German customers anonymously or under a pseudonym
by e-mail, telephone or online. As is common in such
cases, the providers contacted the customers from
abroad, untruthfully claiming or creating the impression

34 www.bafin.de/dok/7846622 (only available in German).
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that they are supervised by BaFin in order to lull
customers into a false sense of security.

Objection and court proceedings

Formal measures imposed by BaFin can be objected
to by the parties concerned. The number of objection
proceedings rose by 30% year-on-year, from 37 to
48 cases (see Table 9).

Table 9: Objection proceedings

2016 2017 2018

New objection proceedings 72 37 48
Formal objection notices 49 21 34
Withdrawals/other discontinuances 28 22 19

The measures imposed by BaFin are immediately
enforceable, however; this is why any objection

raised has no suspensory effect. The parties for which
the measures are intended can only apply to the
Administrative Court (Verwaltungsgericht) of Frankfurt
am Main in summary proceedings for an order that
the legal remedy should have a suspensory effect. The
number of summary proceedings increased from 4 to 8
in 2018 (see Table 10).

Table 10: Summary proceedings - first instance

2016 2017 2018

New summary proceedings 8 4 8
Dismissal of application 15 1 7
Order of suspensory effect 2 1 0

If BaFin ultimately rejects the objection to a formal
measure, the party for which the measure is intended
can bring legal action before the Administrative Court of
Frankfurt am Main. As in the previous year, there were
16 new legal proceedings in 2018 (see Table 11).

Table 11: Legal proceedings - first instance

2016 2017 2018

New legal proceedings 27 16 16
Judgment entered in favour of BaFin 13 4 2
Actions allowed 1 1 1

Withdrawals of actions/other
discontinuances

On appeal, the Higher Administrative Court
(Verwaltungsgerichtshof) of Hesse concluded 2 appeal
proceedings and 9 cases in interim relief proceedings,

compared with 6 cases in the previous year. It ruled
in favour of BaFin in 9 cases (previous year: 6 cases).
2 cases were withdrawn.

Selected issues

Trading in binary options/trading in financial
instruments on online platforms

Together with the Federal Office of Criminal
Investigation (Bundeskriminalamt), BaFin warns against
fraudulent online trading platforms for contracts for
difference (CFDs) and binary options on commodities,
shares, indices, currencies (forex) or cryptocurrencies
that do not have the required licence.® As soon as
investors have registered on the trading platform and
made their first investments, they are immediately
phoned by someone claiming to be a qualified finance
broker. On their investment accounts, to which the
investors supposedly have online access, the trading
platform’s deception software is used to simulate
account movements and high profits. They make the
transactions seem so convincing that the investors
make further investments. However, when they come
to request payment of their credit balance, contact with
the trading platform is lost. The victims' chances of
recovering their money are remote. They face the total
loss of the capital invested.

Initial coin offerings and crypto tokens

Initial coin offerings (ICOs), a relatively new instrument
for raising capital to fund business projects, have
attracted keen interest among the public. In ICOs,
blockchain technology is used to generate new digital
units, such as virtual currencies and tokens, which are
then sold to investors, in most cases in an unregulated
public bidding process. Since there is a risk of total loss
in such cases, BaFin warns investors of the risks of ICOs
on its website.>®

The number of companies raising capital through ICOs
continued to rise significantly in 2018 despite price falls
for crypto tokens. This resulted in an increase in the
number of queries submitted to BaFin about how these
forms of funding should be treated from a supervisory
perspective.

In addition, in March 2018, BaFin published an advisory
letter*” on the legal classification of ICOs and crypto
tokens. The document deals with the respective token

35 www.bafin.de/dok/11771618 (only available in German).
36 www.bafin.de/dok/10185906.
37 www.bafin.de/dok/10690958.
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categories in detail and gives market participants an
overview of current administrative practice.

3.3 Contact point for whistleblowers

Since 1 July 2016, BaFin's contact point for
whistleblowers has accepted information on actual

or potential violations of supervisory requirements.
Information can be submitted to the contact point for
whistleblowers via the electronic whistleblowing system,
by post, e-mail, telephone, or in person.

In 2018, the contact point for whistleblowers received
665 reports. Almost 50% of all reports (342) were
submitted via the electronic system, which had been
introduced on 1 January 2017. 33% of reports came in
by e-mail (254). Reports sent in by post accounted for
around 14%. About 2% of the submissions (19) were
made by phone, while less than 1% were delivered in
person.

Almost half of the reports related to alleged violations
by supervised undertakings. Approximately a quarter of
the reports related to potentially unauthorised business
activities. 11 reports related to alleged money laundering
activities. 10 reports related to complaints that were
passed to the Consumer Protection Directorate for
further processing. The remaining reports related to
matters for which BaFin is not the competent authority
or that did not contain any dentifiable facts.

4 Sanctions

In 2018, BaFin initiated a total of 221 administrative
fine proceedings®® (see info box, “New administrative
fine proceedings initiated by BaFin").> The proceedings
concerned natural persons, payment agents, credit
institutions, insurance undertakings, payment
institutions and institutions engaged in finance leasing
and/or factoring®, and, where applicable, also against
their responsible persons. They were triggered by
violations of provisions subject to an administrative
fine laid down in the following German acts: Money
Laundering Act (Geldwdschegesetz), Banking Act,

38 Proceedings under the German Act on Breaches of Administrative
Regulations (Ordnungswidrigkeitengesetz).

39 For information on the distinction between sanctions and measures,
see 2016 Annual report, page 55 ff.

40 Section 1 (1a) sentence 2 nos. 9 and 10 of the Banking Act.

Insurance Supervision Act, Capital Investment Act
(Vermdgensanlagengesetz), Securities Trading Act,
Securities Prospectus Act (Wertpapierprospektgesetz) and
Payment Services Supervision Act.

Amount of the administrative fines

Administrative fines totalling €13,338,650 were
imposed across all of BaFin's sectors in 2018 (see info
box “Administrative fines imposed by BaFin").

Note

Administrative fines imposed
by BaFin

In 2018, BaFin imposed administrative fines
totalling €13,338,650.

= Administrative fines totalling €5,538,650 were
attributable to Banking Supervision, Prevention
of Money Laundering and Insurance Supervision.

= The Securities Supervision/Asset Management
Sector imposed a total of €7,800,000 in
administrative fines.

Note

New administrative fine
proceedings initiated by BaFin

= BaFin initiated 221 administrative fine
proceedings in 2018.

= 86 of them were attributable to Banking
Supervision, Prevention of Money Laundering
and Insurance Supervision.

= 135% were attributable to the Securities
Supervision/Asset Management Sector.

Administrative fine proceedings — Securities
Supervision

In 2018, BaFin's Securities Supervision/Asset
Management Sector imposed administrative fines
totalling €7.8 million* for violations of capital

41 These proceedings were initiated by the Internal Administration
and Legal Affairs Sector. Since the beginning of 2018, Prevention of
Money Laundering has come under the Resolution Sector.

42 These include the figures stated in 2.5.2 and chapter VI 2.6.

43 The total includes the administrative fines stated in 2.5.2 and
chapter VI 2.6.
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markets law** (see info box “Administrative fines
imposed by BaFin" on page 49). The sector launched
135% new administrative fine proceedings; a total

of 869 proceedings were still pending from the
previous year. It concluded a total of 322 proceedings,
126 of them by imposing an administrative fine. The
prosecution ratio was 39.8%.4

Administrative fine proceedings initiated by Banking
and Insurance Supervision

Due to violations of provisions of the Money Laundering
Act, the Payment Services Supervision Act, the Banking
Act and the Insurance Supervision Act that are
punishable by a fine, BaFin*" initiated 57 proceedings
under the Act on Breaches of Administrative Regulations
in the year under review — against legal persons,
including credit institutions, insurance undertakings,
payment institutions and institutions that engage

in finance leasing and/or factoring. It also initiated
proceedings against management personnel, such as
managing directors and money laundering reporting
officers, of the undertakings concerned, as well as
against other natural persons subject to professional
supervision requirements.®® In the year under review,
BaFin issued 22 administrative orders imposing a fine in
these proceedings and others pending from previous
years. 20 of these administrative orders imposing a

fine became final in 2018, including 4 in a preliminary
hearing. 6 administrative fines were imposed as the
result of a court decision, 1 administrative fine was
confirmed by a court of first instance, and 1 other on
appeal. In 1 case, the party concerned and an interested
party appealed against the ruling of the court of first
instance.

BaFin* launched 27 proceedings against agents

within the meaning of section 1 (9) of the Payment
Services Supervision Act in the year under review.

BaFin issued 26 administrative orders imposing a fine
in these 27 proceedings and other administrative fine
proceedings pending from previous years against
agents. 23 administrative orders imposing a fine on
agents and another one involving a payment institution

domiciled abroad that provides remittance services in
Germany through agents became final in 2018, including
4 in a preliminary hearing following an ordinary appeal.
Another administrative order imposing a fine was
upheld on its merits following a decision of the Local
Court of Frankfurt am Main®. In another case, the

party concerned lodged an appeal with the Higher
Regional Court (Oberlandesgericht — OLG) of Frankfurt
am Main®" against the decision of the court of first
instance handed down by the Local Court of Frankfurt
am Main, which had upheld the administrative order
imposing a fine on its merits. The appeal was rejected as
unfounded.

Appeals were lodged against 3 administrative orders
imposing a fine on agents. The decisions handed down
by the local court in response to these appeals upheld
the administrative orders imposing a fine on their
merits; in 1 case, the fine imposed by BaFin was reduced.
14 other proceedings were discontinued by BaFin®

in 1 case, the proceedings were joined with other
proceedings that had been brought separately.

A total of 32 proceedings were discontinued in the
year under review, including some still pending

from previous years, 12 of them for discretionary
reasons.> 20 proceedings were terminated in other
ways, for example by discontinuing proceedings in
accordance with section 46 (1) of the Act on Breaches
of Administrative Regulations, normally in conjunction
with section 170 (2) of the German Code of Criminal
Procedure (Strafprozessordnung — StPO).

Amount of the administrative fines

Due to violations of provisions of the Banking Act,

the Money Laundering Act and the Payment Services
Supervision Act, BaFin imposed a total of 257 individual
administrative fines in 2018; they amounted to
€5,538,650 in total. The fines were imposed on

credit institutions, insurance undertakings, payment
institutions and institutions engaged in finance leasing
and/or factoring, and — depending on the specific facts
of the case — also against their responsible persons.

44 This total includes violations of the Securities Trading Act, the
Securities Acquisition and Takeover Act and the Capital Investment
Act. In 2018, 5 new proceedings were initiated in this segment.

45 These include the figures stated in 2.5.2 and chapter VI 2.6.

46 The statistical data include the administrative fine proceedings stated
in 2.5.2 and chapter VI 2.6.

47 These proceedings were initiated by the Internal Administration and
Legal Affairs Sector.

48 Or against their responsible persons.

49 These proceedings were initiated by the Internal Administration and
Legal Affairs Sector.

50 946 OWi — 7521 Js 244431/17 re sentence 1.

51 2 Ss-OWi 187/18 re sentence 2.

52 Section 47 (1) of the Act on Breaches of Administrative Regulations.
53 Section 47 (1) of the Act on Breaches of Administrative Regulations.
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5 Money laundering
prevention

5.1 Bases of money laundering prevention

5.1.1 Europeanisation of anti-money
laundering supervision

To increase the effectiveness and convergence of
anti-money laundering supervision, the European
Commission proposed an amendment to the

Regulation on the European Banking Authority (EBA) on
12 September 2018 in order to strengthen, among other
things, the role of the EBA in anti-money laundering
supervision.

In support of this, on 4 December 2018, the Council
adopted conclusions on an action plan to better tackle
money laundering and terrorist financing. It sets out a
number of short-term non-legislative actions addressed
to the European Supervisory Authorities (ESAs), the
prudential supervisory authorities including the ECB,
and the national anti-money laundering supervisory
authorities.

Multilateral agreement

In addition, amendments to the Fourth Anti-Money
Laundering Directive® established an obligation for the
national anti-money laundering supervisory authorities
to create a multilateral agreement on the exchange

of information by 10 January 2019. BaFin signed the
agreement in January 2019.

5.1.2 EBA review of anti-money laundering
supervision

BaFin belongs to the network of experts that assists the
EBA in implementing its planned reviews of anti-money
laundering supervision. The EBA aims in this process

to investigate how effectively the national competent
authorities conduct anti-money laundering supervision
and the prevention of terrorist financing in relation to
credit institutions. The review phase started in 2018 and
is expected to continue until 2021.

5.1.3 Supervisory colleges

In general, anti-money laundering supervision falls
under the exclusive responsibility of the respective EU
member states. Unlike prudential banking supervision,
the ECB is not responsible for this. However, to be able
to pursue cross-border money laundering, it is essential
to have a holistic overview of a group of companies.
This is why the national competent authorities have

to exchange information on a regular basis. To
facilitate this exchange of information, guidelines for
the establishment of supervisory colleges have been
developed under the leadership of the EBA and with the
involvement of the national competent authorities.

In these colleges, the authorities regularly exchange
information on the risk situation of a group with regard
to money laundering and terrorist financing. In addition,
the colleges improve direct communication among

the competent supervisory authorities. Articles 50a

and 75a of the Fifth EU Anti-Money Laundering Directive
provide the legal basis>>. The guidelines on supervisory
cooperation underwent the ESAs’ consultation process
until 8 February 2019. They are expected to be published
in the second quarter of 2019.

5.1.4 Interpretation and application
guidelines provided by BaFin

On 11 December 2018, BaFin published interpretation
and application guidelines®® in accordance with

section 51 (8) sentence 2 of the Money Laundering

Act. They apply to all entities obliged under the Money
Laundering Act that are subject to supervision by BaFin.
The interpretation and application guidelines contain
explanatory details on the legal requirements. They are
intended to help the obliged entities to duly meet the
obligations incumbent upon them.

There is a special focus on customer due diligence and
internal safeguards. The interpretation and application
guidelines follow a risk-based approach. In particular,
BaFin uses them to explain new legal requirements —
such as the concept of a fictitious beneficial owner.
The guidelines also explain the obligations relating

to identifying the “person acting (on behalf of the
contracting party)”. In addition, BaFin uses the
interpretation and application guidelines to address
current market trends and lays down requirements in
this regard. One example is the question about the

54 Directive 2018/843/EU, OJ EU L 156/43, known as the Fifth Anti-
Money Laundering Directive.

55 Directive 2018/843/EU, OJ EU L 156/43.
56 www.bafin.de/dok/11794472.
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conditions under which such a person may be identified
as a result of using or disclosing data already collected
(originating from a previous identification process).

5.1.5 BaFin Circular on due diligence
obligations for virtual currencies

How are credit institutions, financial services providers,
payment institutions and e-money institutions expected
to deal with payments received into an account that
can be traced back to an exchange of virtual currencies?
The planned BaFin Circular®’, which went through

the consultation process in the autumn, will provide
assistance to institutions. They are to take these types
of transactions into account using their own risk
assessment in connection with virtual currencies. The
Circular is intended for publication in the first quarter
of 2019.

5.1.6 National Risk Analysis in Germany

As part of the National Risk Analysis (NRA), the
investigation of Germany’s exposure to money
laundering and terrorist financing risk was begun in
January 2018. The NRA process is conducted under the
leadership of the Federal Ministry of Finance. It involves
BaFin's Prevention of Money Laundering Directorate

as well as all units and parties working in the area

of the prevention of money laundering and terrorist
financing. This means that, in addition to the competent
authorities, representatives of the private sector, of

its associations and of academia also contribute their
expertise to the investigation. The results of the NRA
analysis are expected in the summer of 2019.

5.2 Money laundering prevention in
practice

5.2.1 Special representative at Deutsche
Bank AG

In order to prevent money laundering and terrorist
financing, BaFin ordered Deutsche Bank AG on

21 September 2018 to take appropriate internal
safeguards and comply with general due diligence
obligations.®® At the same time, the auditing firm KPMG
was appointed as special representative to monitor
compliance with the order. This event is unprecedented;
never before has a special representative been appointed
in the context of money laundering prevention.

57 www.bafin.de/dok/11597264.
58 See also chapter I.

To prevent money laundering and terrorist financing,
BaFin ordered Deutsche Bank AG on 15 February 2019
to review its group-wide risk management processes in
the area of the institution’s correspondence banking and
make any necessary adjustments. The order was issued
on the basis of section 51 (2) sentence 1 of the Money
Laundering Act.

In order to monitor the implementation of the ordered
measure, BaFin expanded the mandate of the special
representative in accordance with section 45c (1) in
conjunction with subsection (2) no. 6 of the Banking Act.
The special representative is to report on and assess the
progress of implementation.

History of the special representative

Section 46 (1) of the original version of the Banking Act
of July 1961 already specified that a “supervisor” could
be appointed as a provisional measure to avert threats.
This related in particular to potential risks to the security
of the assets entrusted to an institution — i.e. primarily
the protection of customer deposits.

The term “special representative” was introduced

into the Banking Act more than 40 years later, when

the German Fourth Financial Market Promotion Act
(Finanzmarktférderungsgesetz) of 2002 was adopted
(section 36 (1a) of the Banking Act); this function
existed alongside the supervisor until 2011. This has
allowed BaFin not only to remove, but also to replace
untrustworthy and/or unqualified senior managers

and - from 2009 onwards — members of supervisory or
administrative bodies in their governing body functions.

After the global financial crisis, the German Bank
Restructuring Act (Restrukturierungsgesetz), which
entered into force on 1 January 2011, merged the
functions of supervisor and special representative. At the
same time, it further enhanced the role of the special
representative, who has since then been responsible for
risk prevention and can be deployed in institutions as
needed in any particular situation.

New powers

In addition to BaFin's option to replace some or all
members of a governing body, the special representative
can now also draft restructuring plans, address specific
weaknesses in an institution’s business organisation

and monitor compliance with BaFin's orders. BaFin

can commission the special representative accordingly
and grant them the necessary powers. Depending

on the particular case, the mandate may range from
simply observing and reporting to fully replacing a
governing body or one of its members. Their permanent
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presence in the institution and their comprehensive
rights to giving and receiving information make special
representatives effective agents of supervision.

5.2.2 Money laundering prevention in
correspondent banking relationships

Under the heading "Danske Bank”, the media reported
on what is presumed to be a major money laundering
scandal. Between 2007 and 2015, an Estonian branch of
Danske Bank A/S, Copenhagen, is said to have laundered
amounts running into several billion for customers
resident outside Estonia. In this context, the reports

also highlighted German banks that had correspondent
banking relationships with Danske Bank in Estonia.

BaFin is investigating to what extent transactions were
in fact executed via German banks and whether these
point to shortcomings in money laundering prevention,
especially with regard to the general requirements for
correspondent banking relationships. The standards it
applies in the process are mainly set out in section 15 of
the Money Laundering Act, which codifies the
international requirements of the Financial Action Task
Force (FATF) and those of the current version of the
European Money Laundering Directive®.

BaFin is in constant contact with both the competent
German prosecuting authorities and a number of foreign
supervisory authorities. In addition, in 2019 BaFin's anti-
money laundering reviews will focus on compliance

with the requirements under anti-money laundering
legislation for the correspondent banking business in
banks with international operations.

5.2.3 High-volume cash withdrawals

In the summer of 2018, BaFin learnt that an institution
was planning to withdraw hundreds of millions in cash
from the Deutsche Bundesbank. Especially the planned
transfer abroad of the banknotes in question caused

a stir among the public. As soon as the transaction
became known, BaFin carried out an on-site inspection
at the institution concerned, focusing specifically on the
internal safeguards and on compliance with appropriate
due diligence obligations in connection with the planned
transfer. The institution decided not to proceed with the
planned withdrawal and transfer even before the result
of the inspection was announced.

5.2.4 New electronic record sheets

For submissions under section 27 of the German Audit
Report Regulation (Prtifberichtsverordnung), BaFin
launched a modern, effective procedure for auditors in
October 2016, allowing the electronic filing of the anti-
money laundering audit report under section 27 of the
Audit Report Regulation and of record sheets under
section 27 (9) in conjunction with Appendix 5 of the
Audit Report Regulation.

To make the process even more efficient for both
auditors and BaFin, the supervisory authority
developed an electronic record sheet in 2018. Since

4 February 2019, BaFin's reporting and publishing
platform (MVP Portal) can be used to enter the record
sheet data or to upload the data with the audit report
as an XML file. This change also supports BaFin's risk-
based supervision work since the system processes the
data immediately. After the end of a transitional period,
the new system will become binding on the types of
institutions already included as from 1 May 2019.

5.2.5 On-site inspections of the video
identification procedure

On the basis of Circular 3/2017 (GW) governing video
identification procedures®, BaFin conducted six on-

site inspections in 2018. Since the video identification
procedure is usually outsourced to external service
providers, the inspections focused mainly on compliance
with the requirements for managing delegated services
as set out in section 17 (5) and (6) of the Money
Laundering Act. If credit institutions outsource this know-
your-customer process to third parties, they are obliged
to conduct their own monitoring of the implementation
of video identification through spot checks.

As part of this process, BaFin also reviewed compliance
with other requirements of the Circular relating to the
storage of the video files and error-free collection of
the data in the core banking system. BaFin also gained
insights into the state of the art and the handling of
regulatory requirements by specifically visiting individual
service providers. The inspections showed that the
stringent requirements laid down in the Circular are
mostly complied with. BaFin has identified some areas
for attention in the inspection of samples by the money
laundering reporting officers.

59 Directive (EU) No 2015/849, OJ EU L 141/73.

60 www.bafin.de/dok/9318762.
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The established practice of video identification includes
a detailed verification of the security features of identity
documents. This seems to be an effective tool against
deception attempts using forged documents, as BaFin
has clearly established in its on-site inspections. Recently,
there have been indications, however, that attacks on
the video identification process are shifting towards
social engineering. This involves attempting to influence
people and, for example, persuade them to open an
account using video identification with the intention to
use the account to transfer funds that are the proceeds
of crime via the account and to conceal the origin of the
funds.

5.2.6 Inspections

In the context of money laundering prevention,

BaFin conducted or shadowed a total of 90 money
laundering prevention inspections in 2018 (previous
year: 44 inspections, see Table 12 "Ad-hoc inspections
in 2018").

BaFin uses the ad-hoc inspection tool to get a quick
overview and formulate an appropriate supervisory
response in cases of suspected material violations in
money laundering prevention. Ad-hoc inspections may
be triggered by reports in the press, submissions to the
contact point for whistleblowers or information received
from employees of the undertakings under supervision.

Table 12: Ad-hoc inspections in 2018

Type Number
Credit institutions (routine inspections and 57
shadowing)

Credit institutions (ad-hoc inspections) 8
Credit institutions (account information access 6
procedures in accordance with section 24c of the

Banking Act — routine inspections)

Insurers (routine inspections and shadowing) 2
Agents (routine inspections) 16
Financial services undertakings (shadowing of 1
routine inspection)

Total 920

BaFin's ad-hoc inspections are also conducted in
addition to the routine inspections, which are planned
annually in advance. Furthermore, BaFin checks whether
the credit institutions maintain their information access
file correctly in accordance with section 24c of the
Banking Act. In this context, BaFin examines whether the
institutions meet their identification obligations under

the Money Laundering Act and appropriately provide
the data in the information access file.

The establishment of a dedicated group of auditors

in 2017 helped BaFin to significantly increase the
number of inspections in the context of money
laundering in 2018. These inspections provide a direct
insight into the prevention systems of the obliged
entities and facilitate closer and more direct exchanges
of information within the undertakings. BaFin identifies
focus areas for its inspections, for example because

of current events or abnormalities. Focus areas

in 2018 included the implementation of group-wide
due diligence obligations, account monitoring and

the video identification process. In the course of its
inspections, BaFin found that institutions had been
late in implementing the new Money Laundering

Act. It also found that new elements, such as the
introduction of the fictitious beneficial owner, posed

a challenge for institutions. Since 11 December 2018,
BaFin's interpretation and application guidelines®' have
provided concrete practical support.

5.2.7 Risk-based supervisory practice in
money laundering prevention

In the context of money laundering, supervision should
be based on the specific money-laundering risk. This
risk-based approach is one of the requirements 